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ABSTRACT

HIGH-CAPACITY INFORMATION HIDING IN IMAGES

by

Johann A. Briffa

Chair: Manohar Das, PhD

This dissertation advances the state of the art in the field of blind image steganography in

the presence of a passive warden. In this research, techniques from such diverse areas as signal/

image processing, information theory and coding, communication systems, and cryptography

are applied. The stego-system is considered as a communications channel, where the channel

noise is caused by the embedding and blind extraction method as well as by any lossy compres-

sion method utilized to store and transmit the image. Further, it is assumed that the objectives

of the information hiding system are the maximization of payload and its visual & statistical

imperceptibility. The latter requirement differs from conventional cryptographic systems

where the data is assumed to be readable but not understandable by eavesdroppers. Instead,

the stego-system requires that eavesdroppers be unable to determine whether or not a trans-

mission is taking place; plausible deniability of transmission is also required in some applica-

tions. Military applications for this technology include covert communication; commercial

applications include in-band captioning and image augmentation.
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Â

c ci{ }= 0 1,[ ]
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CHAPTER 1

INTRODUCTION

1.1 A Historical Perspective

The history of hidden communication, much like that of coded or ciphered communica-

tion, dates back to the beginning of Western history. Indeed, it seems that since man was able

to communicate over long distances, the need to do so safely and secretly was ever present.

Herodotus recounts, in his Histories, the use of a number of methods for concealing messages

[1]. Among these may be found the straightforward — hiding a written message in the belly of

an unskinned hare and disguising the messenger as a hunter; the imaginative — tattooing a

message on the shaven scalp of a slave and allowing the hair to grow back; and the subtle —

writing on the wooden base of a scraped wax tablet and re-covering with fresh wax. Aeneas

later suggests other practical methods, such as pricking holes in a book above or below the let-

ters of the secret message [1]; this system was re-used by German spies in World War I, and in

a slightly modified form (replacing the holes by dots in invisible ink) in the second World War.

Earlier uses of secret writing seem to have been intended primarily for the entertainment of

the writer, or as a statement of literary prowess. The Greek references above, however, all deal

with the use of covert communication for military and intelligence applications.

Cryptography, or the use of codes and ciphers to make a message unreadable, also started

at about the same time. It was first put to serious use, like information hiding, in military and

political communication. The cipher systems of the ancient world, like the methods for hidden

communication, were limited severely by the available technologies. It was only with the advent

of electro-mechanical machines (as used by the German Enigma), and particularly later with the

introduction of digital computers, that the modern-day field would come into being.
1
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1.2 Modern-Day Information Hiding

In the present era most communication happens on digital channels and the content of

that communication is truly multi-media, rich in audio, video, and photographic image content.

This presents the user with a wealth of places for hiding messages, as well as a multitude of

new reasons for doing so.

1.2.1 Methods and Media: Information hiding is nowadays understood as the embedding of

a hidden message within a cover medium, in such a way that the resulting stego-medium is

indistinguishable from the original cover. This definition is purposely vague; clearly it must be

so in terms of what constitutes a valid cover and where (or how) the message is embedded.

More significantly, however, it does not clarify what makes the stego-medium indistinguishable

from the cover. Surprisingly, also, nothing is mentioned about any attacks the stego-medium

should be able to resist — whether the intent of an attack is to detect the presence of an

embedded message or to destroy the contents of any message that may lie hid.

The cover is typically a photographic image, video clip, or audio sequence. Such media lend

themselves naturally to information hiding due to their significant redundancy. Observe that

from an information theory perspective, the hidden message must lie within the redundant

component of the cover. Otherwise the cover will be distorted, violating the indistinguishabil-

ity requirement. This places the needs of information hiding directly at odds with those of

signal compression, where as much redundancy as possible is squeezed out of the signal.

Indeed, a practical information hiding system must take into consideration the eventual com-

pression of the stego-medium, and is often designed for use with a particular compression

method. Furthermore, re-compression and signal re-encoding may easily damage the embed-

ded message.

A word must be also said here about the domain in which the message is actually embed-

ded, as well as the transport format of the stego-medium. Many stego-systems embed the mes-
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sage in the spatial domain (for image covers) or in the time domain (for audio covers), and must

be heavily protected against the effects of compression techniques. Several such methods do

exist, however, that do not protect the embedded message at all. One may safely consider these

systems of limited use, aside from their entertainment value. Other systems embed the message

into a transform domain of the cover. Typically, the transform is chosen to match the intended

compression algorithm. Most systems assume that the stego-medium is to be transported as a

digital file, and as such need only deal with the adverse affects of compression. Several stego-

systems, however, are intended to work even when the stego-medium is converted into analog

form. This usually involves printing for image covers and recording onto analog tape1 for

video and audio covers. Clearly, the design of a such a stego-system is more involved and prob-

lematic, but is often necessary.

The indistiguishability of the stego-medium from the cover generally implies that the dif-

ference are so subtle as to be undetectable by the human senses. In this sense, a stego-system

should not degrade the perceptual quality of the cover, an important quality in applications

where the cover itself is valuable (such as watermarking). Alternatively, this criterion may be

taken to mean the statistical similarity between the stego-medium and the cover. Often called

“imperceptibility” in such cases, it implies that one cannot determine by statistical analysis

whether a stego-medium indeed carries a hidden message. This requirement is only really nec-

essary for covert communication; perceptual imperceptibility is generally sufficient for other

applications.

Although rarely discussed, the message length requirement is actually a determining factor

in the design of stego-systems. As in any communication system there is a trade-off between

data rate (and thus message length) and protection against channel noise. Which way the bal-

ance swings will of course depend on the requirements of the particular application.

1. Aside from analog recording, this may also include digital → analog → digital conversion
and subsequent recording.
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1.2.2 Applications: The possibility of embedding information in multimedia content imme-

diately spurred much research for the purpose of digital watermarking. This involves embed-

ding the author’s signature for asserting ownership, which is of interest in copyright regulation.

Doubtless, the ease of copying digital media coupled with the distribution capabilities of the

internet played an important part in this rapidly expanding field. The widespread use of peer-

to-peer software for just this purpose caused those in the business of selling media to see their

worst fears surface. With so much at stake, the industry was quick to seek technical solutions

to the problem. Several techniques have been proposed, most of which were quickly broken,

and to date no proven global solution exists. Clearly, the requirements of a watermarking

scheme, which primarily involve a high robustness to ensure survivability even in the presence

of intentional removal attacks, are hard to implement.

A related application is digital fingerprinting, where different signatures are embedded into

different copies of the same cover in order to trace the source of any illegal copies (known as

traitor tracing). Here again, the main requirement is robustness against intentional removal,

and the amount of embedded data need not be large. Due to the technical equivalence with

watermarking, fingerprinting often goes under the same heading. For both applications, it is

usually acceptable for the embedded data to be statistically detectable, as long as the perceptual

quality of the cover is not degraded.

At the other end of the spectrum is steganography, which includes those applications

where maximization of payload is considered important. The natural application is of course

covert communication, where the imperceptibility of the embedded message is essential.

Indeed, the process is usually expected to leave the stego-medium statistically similar to typical

covers in all possible ways. Bandwidth efficiency, of course, also plays a vital role. Surprisingly,

however, this topic is one of the least developed (at least in the public literature).

Less direct uses of steganography include in-band captioning and feature location, where

information relating to the particular medium is embedded within the visual or aural informa-
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tion itself. The embedded data is thus bound completely to the cover, independently of the file

format. In such cases, while maximization of payload is still important, the imperceptibility of

the embedded data is not so strict. It is usually sufficient to keep the process perceptually invis-

ible. On the other hand, the embedded data generally needs to be resistant to unintentional

attacks caused by some manipulation and processing of the cover.

The requirements for the two major applications are summarized in Table 1-1. It is clear

that with so much diversity in their requirements, the design problem is quite different for

information hiding techniques intended for steganography as compared to watermarking.

1.3 Problem Motivation

This dissertation is restricted to steganography within photographic images, necessarily

implying maximization of payload. The trade-off between perceptibility and robustness, how-

ever, depends on the application. In this work, imperceptibility is considered essential while

robustness is only necessary so that a change in image format does not affect the hidden data.

The chosen requirements result in a system that is eminently suitable for secret communica-

tion. Other appropriate uses include those applications where it is expected that the image will

not be further processed once the data is embedded (except perhaps for format conversion

and lossy compression).

Table 1-1. Applications of information hiding.

Capacity Robustness Imperceptibility

Watermarking Low High Low/Medium

Steganography High Low Medium/High
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1.4 Literature Survey

Several techniques for blind information hiding in images have been presented in the liter-

ature [2], [3]. Most of these are intended for watermarking; comparatively much less work has

been done in the related field of steganography.

1.4.1 Methods for Steganography: Most high-payload techniques in the literature are based on

the least-significant-bit (lsb) hiding technique [4]. One may consider lsb hiding in the spatial

domain unusable because the process is statistically perceptible by examining the image histo-

gram; besides, most such methods assume that the stego-image will not go through a lossy-

compression stage. This is a crippling assumption given that photographic images will invari-

ably be compressed using the DCT-based JPEG [5] or wavelet-based SPIHT [6] algorithms.

Variants of this technique involve lsb hiding in some transform domain (e.g. in the DCT coef-

ficients of a JPEG-compressed image); these also have been shown to be statistically percep-

tible in most cases [7].

Two alternatives that were recently proposed go by the name of spread-spectrum tech-

niques — the first [8] is based on Direct-Sequence Spread-Spectrum (DSSS) as used in com-

munication systems and thus trades off bit-rate to achieve error-free communication, making

it less suitable for steganography; the second [10] method embeds one bit per pixel (before

error-correction) so there is no bit-rate reduction. However, the system was proven to embed

a Gaussian signal whose statistical properties do not depend on the message [11]; this ensures

imperceptibility as long as the embedded signal strength is kept close to typical natural levels

of thermal noise. It is this latter system, called Spread-Spectrum Image Steganography (SSIS)

by its creators, that this research focuses on and improves.

1.4.2 Discussion: A present void in the steganographic literature is the absence of a

common frame of reference for comparing different systems, except for the overall Bit Error

Rate (BER). This makes it very hard to judge the relative merits of different embedding
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schemes. This lack is mostly due to the tight integration of any error-correction system used,

such that one cannot evaluate the embedding method separately from the error-correction

used to overcome its deficiencies.

1.5 Summary of Contributions

This work advances the state of the art of image steganography by increasing the achiev-

able payload capacity for a given cover image distortion permitted during embedding and lossy

compression distortion allowed during transmission of the stego-image. This goal is tackled by

a two-sided approach: first an accurate error model is developed, which is used to determine

the theoretically achievable capacity. The stego-system is then improved by choosing an appro-

priate error-correction system, as well as optimizing the transmitter and receiver to the channel

model. This approach is described in some detail below.

A present void in the literature is filled by presenting a suitable frame of reference for the

comparison of different embedding methods, and then applying this model to SSIS. The pro-

posed frame of reference involves a signal-space representation of the embedded symbols at

the transmitter and extracted symbols at the receiver.

Using this frame of reference, the stego-system is then statistically modeled as a commu-

nications channel. Initially, the extraction error is modeled in the image domain and later trans-

formed to the signal-space domain. This facilitates the use of an error-control system by

providing a simple interface as well as an accurate error model. It also permits the calculation

of the channel capacity for the given system.

The channel model is then used to quantify the significance of all the variables in the stego-

system, by examining the effects of those variables on the channel parameters (and thus the

channel capacity). Various signal extraction methods are considered, as well as different cover

images. Furthermore, the impact of signal embedding strength is considered, followed by that

of lossy compression.
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The above contributions determine more accurately the limits of what can be achieved

with a specific stego-system, and as such are useful tools for design purposes. A practical sys-

tem, however, must work blindly and thus work around several assumptions considered in the

above work. In particular, correct error-control decoding requires accurate estimates of the

channel parameters and the signal strength. A stego-system receiver must be able to determine

these without any knowledge about the embedded data sequence or the embedding strength.

This problem is also considered in this dissertation, and appropriate solutions proposed for

blindly determining the signal strength and channel parameters.

1.6 Thesis Outline

This chapter opened with a brief history of information hiding and a discussion of modern

methods and applications. This is followed by a brief literature survey of high-capacity infor-

mation hiding and a summary of the contributions of this work. Background information on

the systems used is summarized in Chapter 2. This includes an overview of SSIS with defini-

tions, details on the image restoration filters used, and an introduction to Turbo codes.

The contributions of this dissertation start with a description of the signal-space channel

model in Chapter 3. This is applied to SSIS and a preliminary channel model developed, based

on the Laplacian distribution. While the Laplacian model serves well to illustrate the signal-

space model concept, it is clearly insufficient as an accurate predictor of error. Thus, the extrac-

tion error is first analyzed in the image domain in Chapter 4, where an improved model is pre-

sented based on an additive Laplacian and Gaussian distribution. Blind predictors of the

embedded signal strength and Laplacian-Gaussian parameters are then proposed in Chapter 5,

for use in practical SSIS receivers. The image-domain error model is eventually transformed to

the signal-space domain in Chapter 6, where the effect of the Laplacian-Gaussian parameters

and embedded signal strength on capacity is derived. Finally, concluding comments are drawn

in Chapter 7, together with ideas for future work on the subject.



CHAPTER 2

BACKGROUND

2.1 Spread-Spectrum Image Steganography

2.1.1 Overview: A block diagram of the SSIS encoder is shown in Figure 2-1. The system

represents a data sequence consisting of one raw bit per pixel (i.e. after encryption and error-

control coding, ,  for  pixels) by an embedded message ( )

that has the statistical properties of Gaussian noise. The embedded message is obtained by

appropriately modulating a uniform pseudo-random sequence ( ), also known at the

receiver. Finally, the embedded message is added to the cover image pixel values ( ),

resulting in the stego-image ( ).

At the receiving end, shown in Figure 2-2, an estimate of the original image ( ) is

obtained by filtering the stego-image with a de-noising filter. This is then subtracted from the

stego-image, resulting in the extracted Gaussian message ( ). Using a

locally-generated copy of the uniform pseudo-random sequence ( ), the extracted

message is then demodulated to determine the hidden message.

Figure 2-1. Block diagram of SSIS encoder.
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Figure 2-2. Block diagram of SSIS decoder.

2.1.2 Modulation Detail: The modulation step of Figure 2-1 consists of a number of opera-

tions, as shown in greater detail in Figure 2-3. The raw embedded message is first used to mod-

ulate the uniform pseudo-random sequence, in such a way that the modulated signal retains a

uniform distribution. This is then transformed into a normalized Gaussian distribution, and

scaled to the required embedding strength, resulting in the embedded message.

Figure 2-3. SSIS modulation function detail.

The modulated uniform sequence  is obtained from the uniform pseudo-

random sequence ( ), and takes either of two possible values at every pixel, depend-

ing on the data value being represented:

(2-1)
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(2-2)

For all , the corresponding values of  and  are shown in Figure 2-4.

Figure 2-4. Piecewise linear modulation function.
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form sequence using the inverse Gaussian cdf:

(2-3)

where  is the inverse of the Gaussian cdf , defined by:

(2-4)
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(2-5)

(2-6)

Finally, the embedded message  is obtained by scaling the normalized Gaussian

sequence:

(2-7)

where  is the scaling factor and  is the embedding strength in dB relative to unit

variance.

2.1.3 Demodulation Detail: The demodulation step of Figure 2-1 also consists of a number

of operations, as shown in greater detail in Figure 2-5. The extracted message is first normal-

ized, based on an estimate of the signal strength. This is then transformed into the uniform

domain, and the result compared with the values representing a one and a zero. The decoded

message consists of the set of probabilities for each pixel representing a one or a zero.

Figure 2-5. SSIS demodulation function detail.
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It is assumed that the receiver has no prior knowledge of the embedded signal strength.

The reasons behind this assumption are two-fold:

• The receiver does not know what embedding strength was used at the transmitter. A fixed

and known embedding strength would simplify the detection of stego-images, arousing

suspicion in images with particular quantities of Gaussian noise. Also, a transmitter is much

more flexible if allowed to change the signal strength depending on the cover image used.

• Lossy compression during image storage/transmission and the extraction filter both have

the potential of attenuating the hidden signal. This introduces a further degree of uncer-

tainty.

Thus the strength estimator is required to determine the strength of the hidden signal at the

receiving end, which is used to normalize the extracted sequence . After normaliz-

ing, the extracted sequence is transformed into the linear domain using the Gaussian cdf:

(2-8)

where  is the signal strength estimate. Thus  is effectively an estimate of the mod-

ulated uniform sequence . Finally, the decoded message is obtained by comparing

 with  and , respectively the values corresponding to a zero and a one.

2.1.4 Extraction Error: The extraction error is defined as the difference between the

extracted message and the embedded one, before error correction. Since the modulated mes-

sage goes through a number of processing stages before embedding, the error may be deter-

mined by comparing the extracted and embedded sequences at any pair of corresponding

stages.

In the image domain, the error  is considered to be the difference between the

extracted Gaussian message and the embedded Gaussian message, with the latter re-scaled to

the strength of the extracted message for fair comparison. Thus:
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(2-9)

Note that this value is related to the error in estimating the cover image, defined by the

difference between the estimated and the actual cover image ( ), as follows:

(2-10)

When there is no attenuation of the embedded signal, , and (2-10) simplifies to:

(2-11)

which is simply the negative of the error in estimating the cover image. In general, however,

the error also contains other components related to the cover image and the embedded signal.

2.2 Image Restoration Filters

2.2.1 Alpha-Trimmed Mean Filter: The alpha-trimmed mean (ATM) filter is a non-linear

spatial filter with a performance that can be varied between the mean and median filters. The

output of the ATM filter is defined by:

(2-12)

where the sequence ,  is formed by sorting the pixel intensity values of the

 neighbourhood of , where  are odd and the matrix  is the
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si ĉi–( ) Â
A
--- si ci–( )–=

si 1
Â
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ĉi ci–( )–=

y i j,( )
1

NM 2α–
---------------------- x̃ k( )

k 1 α+=

NM α–

∑=

x̃ k( ) k 1 … NM, ,=

N M× x i j,( ) N M, x x i j,( ){ }=

α

α



15
The performance of the ATM filter is determined by the size of the neighbourhood and

the value of . Larger neighbourhoods cause the ATM filter to average over a wider window,

causing more blurring. The parameter  determines whether the filter performs closer to the

mean or the median filter. At the extremes,  causes the ATM filter to perform as a mean

filter, while  reproduces the performance of the median filter. Note that

since  are odd,  must also be odd, so that  is even.

Typical settings for use in SSIS are  for a  pixel neighbourhood, and

 so that the average is taken after the maximum and minimum pixel values are removed.

2.2.2 Adaptive Wiener Filter : The adaptive Wiener (AW) filter is a spatially-variant low-pass

filter designed to remove constant-power additive white noise. The filter adapts itself based on

the statistics of the local neighbourhood, in order to avoid removing high-frequency content

in the original image. For an input image specified by the matrix , the filtered

output is defined by:

(2-13)

where  is the noise variance, and ,  are respectively the variance and mean of the

 neighbourhood of the current pixel. The AW filter requires prior knowledge of the

noise variance; also, it is assume that  are odd.
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depending on the difference between the local variance and the noise variance. Observe from

(2-13) that when , the filter considers the local activity to be part of the original image

and leaves the pixel value untouched:

(2-14)

On the other hand, when the local variance is only slightly larger than the noise variance, the

filter treats the local activity as being due to the noise. The filter output in such regions is close

to the local mean.

For images that have been corrupted by additive white noise, the AW filter is optimal in a

mean-square sense for noise removal.

2.3 Turbo Codes

Parallel concatenated recursive convolutional codes, also known as turbo codes due to a

schematic similarity to turbo-aspirated engines, are a relatively recent class of error-correcting

block codes [23], [24]. Due to the unique combination of large pseudo-random interleavers and

recursive convolutional codes, turbo codes boast a performance similar to large random codes,

yet possess enough structure to permit decoding to be physically realized. Indeed, the perfor-

mance of turbo codes was so much better than any other code structure known at the time,

that their introduction was met with deep skepticism. Following the successful reproduction

of the claimed performance by other researchers, turbo codes were eagerly embraced by the

coding community, and their research started in earnest.

2.3.1 Turbo Encoder: In general, a turbo code is a systematic code, consisting of the

uncoded information bits and  sets of parity bits. Each set of parity sequences is generated

by passing interleaved versions of the information bits through a (possibly different) recursive

convolutional encoder. This code construction is shown schematically in Figure 2-6.
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The primary function of the interleavers is to increase the distance between the corre-

sponding parity sequences. Thus, one of the  interleavers is redundant as its function may

easily be absorbed by the remaining interleavers. Also, the encoders used for the various parity

sequences are often identical, resulting in what is termed a symmetric turbo code. The base

two-component turbo code constructed in this way is shown in Figure 2-7.

The parity sequences are often punctured to increase the code rate to the desired level

(often one-half). Also, the data sequence may or may not be terminated, usually depending on

the kind of interleaver used.

Figure 2-6. Generalized turbo encoder.

Figure 2-7. Two-component turbo encoder.
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2.3.2 Turbo Decoder: For the base two-component turbo code of Figure 2-7, the standard

iterative decoder is shown in a simplified format in Figure 2-8. For the first iteration, the a priori

information is set to the average probability of the information bits (typically equiprobable for

maximum capacity). The decoder blocks usually perform a maximum a posteriori (MAP) decod-

ing stage using a modified Bahl-Cocke-Jelinek-Raviv (BCJR) algorithm [25] or a sub-optimal

Soft-Output Viterbi Algorithm (SOVA).

Figure 2-8. Two-component turbo decoder.

Each decoder takes two inputs: the received symbols, consisting of the uncoded informa-

tion bits and the parity bits corresponding to that decoder, as well as any prior information on

the information bits. While the first decoder may only make use of the global distribution

(which often provides no information, if the distribution is equiprobable), successive decoders

may utilize the extrinsic information from the previous decoding stage as a priori information.

The extrinsic information is that information generated by a particular decoder, and is com-

puted by removing the a priori information and the direct channel information from that

decoder’s a posteriori information. For correct operation, it is essential that only extrinsic infor-

A Priori

Information

Received

Symbols

Decoded

Bits

Extrinsic

Information

Decoder

(1)

Interleaver

Iterative Feedback

De-

Interleaver

De-

Interleaver

Hard

Threshold

Decoder

(2)



19
mation be passed between successive decoders; the alternative causes positive feedback which

results in instability.

This decoding cycle is repeated, passing the extrinsic information from the last decoding

stage as a priori information for the first decoder in the next cycle. The process continues until

the system converges; a hard threshold of the final decoder’s a posteriori information provides

the decoded (and error-corrected) information bits.

2.3.3 Performance: The turbo code structure provides remarkable flexibility to the designer,

permitting several trade-offs between performance, complexity, and data rate. A turbo code’s

performance may be increased by:

• Increasing the number of parallel concatenated sets — this decreases the code rate and

increases the block size, resulting in improved performance. In a serial implementation this

increases the processing time per bit but not the system complexity.

• Increasing the interleaver length — this increases the block size without changing the code

rate, resulting in improved performance. This increases the memory requirements (and

hence the complexity) of the system, but not the processing time.

• Utilizing higher constraint-length component codes — while codes with more memory

tend to improve performance, the effect is marginal when compared to the other options

available. Besides, such codes increase the memory and processing requirements of the sys-

tem considerably.

A particularly important virtue is that many variations occur on a continuous range, making it

easy to adapt the code to the constraints of the rest of the system, rather than the other way

around. In particular, block size can be continuously varied through the interleaver length, and

the code rate is also continuously variable through the puncturing pattern applied to the parity

sequences.



CHAPTER 3

FRAMEWORK FOR SIGNAL-SPACE MODELING

3.1 Introduction

The channel may be considered as consisting of all the steps between the generation of the

embedded signal and its estimation at the receiving end. In this system model, shown schemat-

ically in Figure 3-1, the transmitter converts the message to be transmitted into a signal to be

added to the cover image. The receiver starts with an estimate of this embedded signal and

decodes in into an estimate of the message.

All other steps in the process are considered part of the communications channel. This

includes the quantization and lossy compression required by the image file format, as well as

the estimation of the embedded signal using an image restoration filter. For this system model,

the channel error consists primarily of three components:

• Quantization of the pixel intensity values in the stego-image (after embedding).

• Lossy compression during image storage and/or transmission.

• Estimation errors during signal extraction (due to the restoration filter).

For a communications channel model, it is natural to represent the embedded and

extracted signals as points in signal space, as shown in Section 3.2. Thus, the channel can be

treated as a (possibly conditional) probability distribution between the transmitted and

received points in signal space, as illustrated in Section 3.3. This facilitates the computation of

valid soft-information (in the form of a priori conditional probabilities) for the received signal.
20
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Figure 3-1. Delineation of transmitter, receiver, and channel in a typical
SSIS stego-system.

A channel model also permits the computation of the achievable capacity, based on the

channel parameters, as shown in Section 3.4. In contrast with existing metrics, this capacity

estimate does not specify the maximum capacity achievable using any form of additive Gaussian

noise embedding, but merely the achievable capacity of the specific system tested. The capacity

obtained is only valid for SSIS, and is tied to all components considered part of the channel.

Thus, the embedding strength, the particular cover image used, and also the extraction filter

will affect the achievable capacity. Such a capacity measure is therefore a good metric for deter-

Received

Stegoimage

Message

ECC Decoder
Restoration

Filter

De-

Modulation

Pseudo-Random

Noise Generator

DeinterleaverDecryption

Image De-

Compression

Transmitter

Receiver

Storage/Transmission

Cover

Image
Message

Encryption
Low-Rate

ECC

Image

Compression

Modulation

Pseudo-Random

Noise Generator

Interleaver Quantizer

Stegoimage



22
mining the true effect of embedding strength, as well as for comparing the suitability of cover

images, the performance of extraction filters, and any other signal processing techniques used

for channel handling. The capacity metric can also be effectively used to determine the usable

error correction code rates in specific systems.

3.2 Signal-Space Representation

At the transmitter, the embedded signal  is obtained by transforming and scaling

the modulated uniform sequence , so that there is a one-to-one mapping between

the two (c.f. Section 2.1.2). Thus the signal-space equivalent of the embedded signal may be

obtained by mapping the values representing zero and one in the linear domain (  and 

respectively) to points in signal-space corresponding to BPSK modulation. The signal-space

equivalent thus obtained is , defined by:

(3-1)

At the receiving end, there is once again a one-to-one mapping between the extracted

sequence  and its linear-domain equivalent  (c.f. Section 2.1.3). Further-

more,  is effectively an estimate of the modulated uniform sequence , and

being at the correct scale may be directly compared to it.

Now recall from (2-1) and (2-2) that by definition the distance between the values  and

 is always , with the sign depending on the value of . Since the magnitude of this

distance is constant, a linear relationship may be assumed between the received value  and

its signal-space representation :

(3-2)
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so that  becomes the signal-space equivalent of the extracted sequence. Thus, the

extraction error in signal-space, the equivalent of , is given by  and

defined by:

(3-3)

3.3 Illustrative Channel Error Model

3.3.1 Definition: The signal-space representation described in Section 3.2 is primarily

indended as a framework for modeling the channel error. To illustrate this, consider approxi-

mating the distribution of the signal-space error  by a Laplacian distribution, defined by:

(3-4)

where  is the mean value,  is the Laplacian parameter, and  is the standard

deviation.

The raw channel SNR is related to  through the average noise power, given by the vari-

ance . Since the average signal power in BPSK is unity, the SNR is obtained as:

(3-5)

Alternatively, expressed in dB, the SNR is given by:

(3-6)

3.3.2 Illustration: Preliminary simulation results in this section are based on an 8-bit gray-

scale image of Lena at a size of  pixels, as shown in Figure 3-2. The image is desat-

urated and subsampled from the original  color image commonly used in the image

processing community.
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The distribution of signal extraction errors is illuminated by embedding a random message

at a strength of  (relative to unit variance) into the Lena image, resulting in the stego-

image also shown in Figure 3-2. Note that even at this low embedding strength, the noise is

already perceptible in the stego-image; observe that the cover image has an energy of 

(relative to unit variance), thus the embedding is actually being performed at  relative

to the image energy1. It is this latter metric that can be interpreted as an SNR of  in

the final stego-image, explaining the visibility of the embedded noise.

Figure 3-2. Lena, original and stego-image (embedding strength of −34.2dB).

At the receiving end, the embedded signal is estimated using an ATM filter operating on

the  pixel neighborhood with  (i.e. removing the largest and smallest values before

computing the mean). Finally, the estimated message is transformed into signal space as

explained in Section 3.2.

1. This is the same as what Marvel refers to as Stego-SNR in [9], [10], [11].

34.2dB–

14.5dB–

19.7dB–

19.7dB

Original Stego-Image
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The distribution of the signal-space error  is plotted in Figure 3-3, together with a Lapla-

cian distribution as defined in Section 3.3.1. It is clear from the graph that the Laplacian model

represents the error distribution reasonably well as a first approximation.

Figure 3-3. Channel error distribution for Lena (embedding strength of
−34.2dB, signal extraction using ATM filter).

3.4 Channel Capacity

The highest achievable information rate on a channel, also called the channel’s capacity,

depends on the channel error distribution and the signal constellation. The error distribution

is determined uniquely by the channel characteristics, while the signal constellation depends on

the modulation scheme at the transmitter. The signal constellation determines both the

number of bits represented by every channel symbol, and also the average signal power. For
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practical analysis purposes, however, it is usual to normalize the constellation so that the aver-

age signal power is unity, and scale the error distribution accordingly.

The capacity also depends on any quantization performed before decoding the sequence

of received channel symbols. In particular, hard-decision decoders will quantize the received

symbols into the set of transmitted symbols, using a minimum-distance criterion. Even soft-

decision decoders often quantize the received symbols into a discrete set before decoding, for

performance reasons. Clearly, any quantization in signal-space constitutes a loss of informa-

tion, leading to a lower usable capacity. Indeed, a well-known result from information theory

is that soft-decision decoding results in better performance than hard-decision decoding.

3.4.1 Binary Symmetric Channel: For a BPSK-modulated transmitted sequence, all the

received symbols in the positive half-plane are replaced by , while those in the negative half-

plane are replaced by . This means that any symbols originally transmitted as  (repre-

senting a zero) and received anywhere on the negative half-plane will be erroneously replaced

by  (representing a one). For a channel with a symmetric error distribution, the probability

of this error is the same as that of transmitting a  and decoding it as a , and is known as

the cross-over probability . This channel is known as the binary symmetric channel (BSC).

Its capacity is well-known [18] and can be found from the entropy:

(3-7)

where  is the channel entropy and all logarithms are to base 2, giving the capacity in bits

per symbol.

For a BSC representing an underlying system with BPSK modulation and an additive

Laplacian noise channel, the cross-over probability is related to the Laplacian parameter .

Without loss of generality, considering the transmission of a , the distribution of the

received symbols corrupted by Laplacian noise is shown in Figure 3-4. For BPSK modulation,
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the shaded region represents those symbols erroneously decoded as . The area of this

region gives the cross-over probability:

(3-8)

Substituting for  in (3-7) gives:

(3-9)

Figure 3-4. Illustration of cross-over probability region for BPSK
modulation with additive Laplacian noise.

3.4.2 Laplacian Channel Approximation: A first approximation to the Laplacian channel’s

capacity can be obtained using the Gaussian channel capacity formula:
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(3-10)

where  is the available bandwidth, and  is the ratio of signal to noise power. For SSIS,

 cycles/pixel is the highest spatial frequency that can be represented, while the SNR

is given by (3-5) for a Laplacian noise distribution. The Gaussian capacity approximation is

thus given by:

(3-11)

3.4.3 Laplacian Channel with BPSK Modulation: The actual capacity for a system with BPSK

modulation and additive Laplacian noise may be derived using information theory arguments.

Effectively, such a channel has a discrete set of inputs (  may take either of two values) and a

continuous set of outputs (since  may take a range of real values).

For an information channel with discrete input alphabet  and output alphabet , the

channel capacity is defined as the maximum of the mutual information [18], [19]:

(3-12)

where  is the conditional mutual information, defined by:

(3-13)

For a channel with a discrete input alphabet but a continuous output alphabet, such as the

one being considered, the summation on  in (3-13) is changed to an integration:

(3-14)
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so that the mutual information is given by:

(3-15)

Now, for the Laplacian distribution:

(3-16)

where  is the transmitted symbol ( , either  or ), and  is the received symbol ( , a

real number). Finally, the distribution of the received symbols is given by:

(3-17)

Assuming an equiprobable binary source:

(3-18)

The mutual information then becomes:

(3-19)

Evaluating this expression for an equiprobably binary source results in an expression for the

usable channel capacity as a function of :

(3-20)
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This relationship is shown in Figure 3-5. Observe how the capacity drops from 1 bit/symbol

when  is small (the limiting capacity of BPSK modulation) to practically zero as  increases.

Note that this capacity measure assumes that:

• The source is binary equiprobable — this is a reasonable assumption given that the data at

the transmitter is source-coded and encrypted.

• One can choose a sufficiently large random FEC code — while this isn’t strictly possible

due to decoding constraints and cover image size, one get quite close to this ideal using

Turbo codes with large pseudo-random interleavers (within 1dB of coding gain is reported

in the literature).

Figure 3-5. Laplacian channel capacity as a function of λ.

3.4.4 Comparison of Capacity Metrics: The BSC and Gaussian approximations may be com-
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three models, as shown in Figure 3-6. Observe how the BSC capacity is always lower than the

Laplacian-BPSK channel, reflecting the information loss due to quantization at the receiver, as

expected.

The Gaussian approximation is less appropriate; at low SNR, the Gaussian capacity is

slightly lower than the Laplacian-BPSK capacity. This is expected because any non-Gaussian

noise distribution has a lower entropy than Gaussian noise, and thus leads to a higher capacity

for the same noise power. At high SNR, on the other hand, the Gaussian capacity is much

higher than the Laplacian-BPSK capacity. The rapid divergence may be attributed to the limi-

tation in the BPSK modulation scheme where the transmitted symbol may only represent a

single bit (due to the discrete nature of the transmitted symbols). The Gaussian channel, on

the other hand, may represent more than one bit per symbol, allowing a much higher capacity

when the SNR is high.

Figure 3-6. Comparison of Laplacian-BPSK capacity with Gaussian and
BSC approximations, shown as a function of raw SNR.
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3.5 Performance Analysis using the Signal-Space Model

A predominant advantage provided by the representation of the transmitted and received

messages in signal-space and the ensuing error model is the ability to determine the effects on

performance of various factors in an SSIS system. The signal-space framework permits a fair

comparison of such variables as the cover image used, the signal extraction filter, the embed-

ding strength, and lossy compression during transmission. The validity of the comparison

depends only on the accuracy of the error model.

The effect of each of these variables is considered in turn in this section. The channel error

is modeled by the Laplacian distribution described in Section 3.3, which provides a reasonable

global approximation. It is also assumed that the receiver knows the embedding strength used

at the transmitter, and that the signal suffers no attenuation along the channel. Signal attenua-

tion is considered first in Chapter 4, while the blind estimation problem is considered in

Chapter 5. A more accurate channel model is then developed in Chapter 6.

Simulation results in this section and in later chapters are based on a set of four images

with a variety of characteristics, as shown in Figure 3-7. Each image is 8-bit grayscale at a size

of  pixels. The Barbara, Fishingboat, and Lena images are desaturated and subsam-

pled from the original  color images commonly used in the image processing com-

munity. The Lochness image is cropped to  from a larger color image1, then

desaturated and subsampled to  pixels. This image can be considered a typical

scenic image, having a large smooth area at high pixel intensity (a lake), another area with low-

amplitude detail (a forest in the distance), and areas with high-amplitude detail (foreground

trees and castle).

1. Copyright photo courtesy of Patrick Loo, University of Cambridge (email address:
patrickl@autonomy.com); from F. A. P. Petitcolas’ Image Database, available on the web at
http://www.cl.cam.ac.uk/~fapp2/watermarking/image_database/
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Figure 3-7. Original images.

3.5.1 Comparison of Signal Extraction Methods: A primary cause of channel error in the

system model of Figure 3-1 is the restoration filter used to estimate the cover image from the

received stego-image. To quantify the performance of the available alternatives, consider

embedding a random message at a strength of  (relative to unit variance) into the

Lena image, as in Section 3.3.2. A number of different filters are then used to extract an esti-

Barbara Fishingboat

Lena Lochness

34.2dB–
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mate of the embedded signal, which is then converted to the equivalent point in signal-space.

The resultant hard error rate and signal-to-noise ratio are listed in Table 3-1.

The results for the AW, ATM, Mean and Median filters agree with Marvel’s results [11]1; in

particular they validate an observation of hers, that while the AW filter results in the lowest

error in the mean-squared sense (and thus the best raw SNR), it is outperformed by the ATM

filter in terms of hard error rate (though only slightly). The ATM filter was thus considered by

Marvel to be the best choice, since the hard error rate is the metric of concern for the hard-

decision error-control coding systems initially used in her work. However, when using soft-

Table 3-1. Performance of signal extraction filters for Lena (at an
embedding strength of −34.2dB).

Filter
Hard Error 

Rate
Raw SNR

Expected 

Adaptive Wiener (AW)a

a. Region size is the  neighborhood, for AW, ATM, Mean and Median 
filters.

22.8% 13.4%

Alpha-Trimmed Mean (ATM) 22.4% 14.6%

Mean 22.8% 15.1%

Median 28.2% 15.5%

Wavelet Shrinkageb (Hard)

b. Wavelet shrinkage filters use the Symmlet-8 mother wavelet and the 
Donoho Visu threshold selection criterion.

27.7% 16.7%

Wavelet Shrinkage (Soft) 30.7% 18.6%

1. The hard error rate is equivalent to Marvel’s “Embedded Signal BER.” There is however
no equivalent to raw SNR in Marvel’s work.

p

3 3×

0.62dB–

1.21dB–

1.47dB–

1.65dB–

2.19dB–

3.13dB–
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decision decoding with an appropriate channel model, better performance would likely be

achieved by using a filter with the best overall raw SNR, rather than hard error rate.

This difference between bit error rate and SNR as performance metrics also indicates the

inaccuracy of the Laplacian model — if the noise were truly additive Laplacian, the hard error

rate would always be higher for a lower SNR. For comparison, the expected cross-over prob-

ability  corresponding to the measured raw SNR is given in the last column of Table 3-1.

Observe how the measured hard error rate is always much higher than the expected value, indi-

cating the particular unsuitability of the Laplacian noise model for predicting the probability

of hard errors.

Results are also given for wavelet shrinkage using the Symmlet-8 wavelet and VisuShrink

threshold selection criteria, with both hard and soft thresholding [12]. Compared to AW and

ATM filters, however, the performance of wavelet shrinkage falls far short. The use of better

threshold selection criteria, such as those based on Stein’s Unbiased Risk Estimate (SURE) and

Donoho’s Hybrid+ scheme, may improve performance.

3.5.2 Effect of Signal Embedding Strength: The strength of the embedded signal, relative to

the energy in the cover image, determines the quality of the extracted signal, and thus the chan-

nel capacity. While a higher embedding strength is expected to result in a better extracted sig-

nal, this performance gain comes at the cost of degrading the cover image. Generally, there is

a limit to the acceptable degradation — in applications where the cover image has intrinsic

value, the stego-image must retain all the usable features of the cover; for covert communica-

tion scenarios, the stego-image must not arouse suspicion. The exact limit depends on the

application, and a good stego-system will gracefully decrease in capacity as tighter limitations

are imposed on the allowable signal strength.

Restricting attention to the AW filter, the effect of embedding strength on performance is

investigated by embedding a random message at strengths (relative to unit variance) ranging

p
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from 1 to , in steps of , into each of the four images of Figure 3-7. For each

case, the embedded signal is estimated using the AW filter, converted to the corresponding

signal-space representation, and the hard error rate and raw SNR computed by comparing to

the embedded signal.

The hard error rate is plotted against Stego-SNR in Figure 3-8; as expected the BER drops

as the embedding strength increases. Notably, though, the performance also depends on the

cover image itself — invariably, smoother cover images such as Lochness result in a lower BER

at the same Stego-SNR than more active images such as Barbara.

Figure 3-8. Effect of Stego-SNR on the channel hard error rate.

1. At this strength, the embedded message has a standard deviation of just one quantization
step at 8 bits per pixel (bpp).
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The same trend is also visible when the raw channel SNR is plotted against Stego-SNR, as

in Figure 3-9. In this case, the distinction between different cover images is even more pro-

nounced, particularly at higher embedding strengths.

Figure 3-9. Effect of Stego-SNR on the channel’s raw SNR.

The capacity of both the BSC and Laplacian channel is plotted in Figure 3-10 for the Lena

image. The BSC capacity is based on the measured hard error rate, while the Laplacian capacity

is based on the estimated value of  obtained from the error variance. Note how the capacity

of the Laplacian channel is always significantly higher than that of the BSC. A similar trend may

be observed with other images.
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Figure 3-10. Effect of Stego-SNR on the capacity of the BSC and the
Laplacian channel for the Lena image.

3.5.3 Effect of Lossy Compression: Robustness to lossy compression of the stego-image is a

requirement of most practical implementations of SSIS. In covert communication scenarios,

the transmission of an uncompressed photographic image may easily arouse suspicion. Even

when the secrecy of the hidden message is not important, compression is generally required

for reasons of space.

The effect of JPEG compression on SSIS may be investigated by embedding a random

message at a strength of  (relative to unit variance, and equivalent to a Stego-SNR of

) into Lena, as in Section 3.3.2. Before signal extraction with the AW filter, however,

the stego-image is passed through a JPEG compression/decompression cycle for a range of

quality settings1. The resulting BER and raw channel SNR are plotted against the SNR of the

compressed stego-image (which indicates the JPEG quality) in Figure 3-11 and Figure 3-12

1. Quality settings 0-12 in Adobe Photoshop’s TIFF JPEG encoding are used.
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respectively. As expected, the error rate increases as the quality of the compressed image is

reduced. Note, however, that the increase in error in this case is much sharper than that

observed in Figure 3-8.

The capacity of the BSC and the Laplacian channel are plotted in Figure 3-13. Observe

how the difference between the two channel models is even more pronounced in this case —

while the BSC capacity quickly drops to unusable levels, the Laplacian capacity remains within

usable limits throughout the range. The increased discrepancy suggests that the Laplacian

model may be even less plausible when the stego-image suffers lossy compression. While hard-

decision decoding is clearly unsuitable, the relatively high SNR may indicate the presence of a

useful capacity. Accurate quantification, however, requires a more appropriate noise model for

the lossy compression scenario.

Figure 3-11. Effect of JPEG compression quality on the hard error rate.
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Figure 3-12. Effect of JPEG compression quality on the channel’s raw SNR.

Figure 3-13. Effect of JPEG compression quality on the capacity of the
BSC and the Laplacian channel.
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CHAPTER 4

IMAGE-DOMAIN ERROR

4.1 Overview

The AW filter is known to be an optimal filter, in a mean-square sense, for recovering an

image that has been corrupted by additive white noise [27]. It has also been shown that the

signal extraction problem in SSIS is equivalent to this, if the hidden signal suffers no attenua-

tion (c.f. Section 2.1.4). The superior performance of the AW filter in this context has already

been verified in Section 3.5.1, and makes it the ideal filter for an SSIS system with soft-decision

decoding. For this reason, the AW filter is used exclusively in this and subsequent chapters.

However, the AW filter requires an estimate of the strength of the additive noise. The value

of this estimate affects the performance of the filter and the resultant error’s distribution. In

conventional SSIS systems there is no attempt to optimize the filter’s performance by choosing

an appropriate noise strength estimate, while the extraction error in the image domain is

assumed to have a Laplacian distribution1.

In this chapter, the choice of the AW filter’s noise strength estimate is considered first in

Section 4.2. An improved technique is developed, and preliminary results given for the Lena

image. A statistical goodness-of-fit test is then used to select an appropriate extraction error

model in Section 4.3. The extraction error distribution is first compared to the well-known

Laplacian distribution in Section 4.3.1, where it is shown that the model is inaccurate. A new

model, based on an additive Laplacian-Gaussian distribution, is then presented in

Section 4.3.2, and parameter estimates are obtained to fit the extraction error’s distribution.

1. The Laplacian model was retained, although it was shown that the model was inadequate.
Rather than being replaced, the model was supplemented with various sources of side
information.
41
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The superior goodness-of-fit of this distribution is then confirmed using a variety of test

images in Section 4.4.

4.2 Noise Strength Estimation for AW filter

Preliminary simulation results in this section are again based on the 8-bit grayscale image

of Lena used in Section 3.3.2.

4.2.1 Problem Statement: The AW filter performs adaptive lowpass filtering, and is ideal for

removing constant-power (white) noise within an image. This makes it an ideal candidate for

estimating the embedded Gaussian message in SSIS. It does, however, require prior knowledge

of the strength of the noise to be removed. In [14] (and presumably in [10]) this noise strength

is estimated as the mean of the local variance at each pixel1. This method tends to over-esti-

mate the noise strength, as the local variance inevitably also includes some of the high-fre-

quency content of the original image. This implicitly indicates the existence of a better noise

strength estimate.

4.2.2 Improved Estimator I — MSE Minimization: The objective of the restoration filter in

SSIS is to estimate as accurately as possible the embedded Gaussian sequence. Thus it is natural

to expect that the optimal noise strength estimate is the one that minimizes the extraction

error. Without loss of generality, consider embedding a random message at a strength of

 (relative to unit variance) into the Lena image. Assuming no signal attenuation, the

extraction error energy is plotted against the noise strength estimate in Figure 4-1. The optimal

noise strength estimate ( ) is obtained by numerically minimizing the extraction error

energy.

1. This is the same as the automatic noise strength estimate used in the Matlab implementa-
tion of the AW filter (wiener2).

30dB–

28.3dB–
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Figure 4-1. Dependence of the image-domain error energy on the AW
filter’s noise strength estimate.

Observe how this estimate is slightly higher than the actual strength of the embedded

Gaussian message ( ). This is expected because the image component considered as

noise by the AW filter contains not only the embedded message, but also any Gaussian noise

and some of the high-frequency content in the original image. Also note that this estimate is

significantly lower than the conventional one ( , computed as the mean of the local

variance at each pixel).

This optimization strategy assumes that the embedding strength is known and that the AW

extraction filter does not attenuate the signal. In practice the former assumption translates to

an estimation problem; the latter assumption, however, does not hold. A better system would

take into account this signal attenuation.
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4.2.3 Improved Estimator II — SNR Maximization: Taking into consideration the attenua-

tion of the embedded signal, the error becomes a function of both the noise strength estimate

and also the assumed embedded signal strength. In turn, optimality is defined as the pair of

values [noise strength estimate, embedded signal strength] that result in the highest Signal-to-Noise

Ratio (SNR), where the SNR is the ratio between the embedded signal strength and the extrac-

tion error energy. Note that the SNR must be used instead of the extraction error energy

because the embedded signal strength is not fixed. Reducing the noise strength estimate results

in a lower-energy extracted message — when coupled with a lower embedded signal strength,

this automatically results in a lower extraction error energy. It is thus unfair to take the extrac-

tion error energy in isolation from the embedded signal strength, so their ratio (the SNR) is

used instead. For the same conditions considered in Section 4.2.2, the SNR is plotted against

the noise strength estimate and embedded signal strength in Figure 4-2.

Figure 4-2. Dependence of image-domain SNR on the AW filter’s noise
strength estimate and the assumed signal strength.
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Observe how the highest SNR is achieved when the assumed embedded signal strength

( ) is higher than the actual embedding strength ( ). Since the AW filter could

not have amplified the signal, this suggests that direct maximization of SNR results in an incor-

rect embedded signal strength value.

4.2.4 Improved Estimator III — Constrained SNR Maximization: Recall that the extraction

error in the image domain is defined as the difference between the extracted Gaussian message

and the embedded Gaussian message, with the latter re-scaled to the strength of the extracted

message (c.f. Section 2.1.4):

(4-1)

Thus, if the assumed embedded signal strength is mismatched, the error will be correlated

to the embedded message. Clearly, the extracted message may only be fairly compared with the

embedded signal at the correct strength. The correct strength is thus the value  when  and

 are uncorrelated. This occurs when [28]:

(4-2)

Substituting  in (4-2) and simplifying:

(4-3)

Note that when  is zero-mean and unit strength, (4-3) further reduces to:

(4-4)

This zero-correlation embedded signal strength is plotted against the noise strength esti-

mate in Figure 4-3, overlaid on the SNR contour of Figure 4-2. Observe how the signal

strength is everywhere lower than the actual embedding strength ( ), indicating that the

AW filter attenuates the signal. Also, the signal strength decreases as the noise strength estimate

is reduced. This is expected since lower noise strength estimates will extract less noise energy,

effectively attenuating the signal more.
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Constraining the choice of noise strength estimate and embedded signal strength along this

curve, the SNR may be maximized numerically as in Section 4.2.3. For the same conditions,

this is more clearly shown in Figure 4-4. The SNR is highest for a noise strength estimate

( ) that is slightly higher than that obtained in Section 4.2.2. Observe also that this

estimate is still much lower than the conventional one ( ), as expected.

Figure 4-3. Dependence of extracted signal strength on the AW filter’s
noise strength estimate for uncorrelated error.
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Figure 4-4. Dependence of image-domain SNR on the AW filter’s noise
strength estimate along the zero-correlation curve.

4.3 Characterization of Extraction Error

4.3.1 Inadequacy of the Laplacian model: The extraction error in the image domain was origi-

nally assumed to be Laplacian in [11]. This was based on the observation that the error is the

difference between the cover image and the restored image, and that the difference between

two such highly-correlated signals can be represented by the Laplacian distribution [27].

Although the Alpha-Trimmed Mean (ATM) filter was used in [11], the same argument applies

when the AW filter is used, and the extraction error is still modeled by a Laplacian distribution

in [11] and [14].

While visual inspection of the histogram (with the frequency plotted on a linear scale) sug-

gests that the Laplacian model is approximately correct, closer statistical testing indicates oth-

erwise. Consider computing a histogram of the extraction error using  bins, and scaling

the frequency down by a factor , where  is the width of each bin. This results in a normal-

-29 -28 -27 -26 -25 -24 -23 -22 -21
-1

-0.5

0

0.5

1

1.5

Noise Strength Estimate (dB)

S
ig

n
al

-t
o
-N

o
is

e 
R

at
io

 (
d

B
)

Max SNR = 1.00dB (ESS = -33.5dB, NSE = -27.1dB)

n 31=

nδ δ



48
ized histogram which can be compared to the expected Laplacian probability density, as shown

in Figure 4-5. Note that the expected Laplacian distribution’s parameter  may be obtained

from the actual distribution’s variance  using the relationship . The frequency

in Figure 4-5 is shown on a logarithmic scale to distinguish the two curves. The  statistic is

computed using:

(4-5)

where  is the number of observations in bin , and  is the expected number of observa-

tions in bin .

Figure 4-5. Distribution of the image-domain extraction error compared
with the Laplacian distribution.
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The contribution from bin  to the  statistic, given by , is shown in

Figure 4-6. It is clear from the obtained value  that the Laplacian distribution

hypothesis cannot be maintained. It is also clear from Figure 4-6 that the most significant dis-

crepancy occurs in the immediate vicinity of the mean.

Figure 4-6. Contribution to χ2 statistic for Laplacian distribution.
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processing of the image. The acquisition noise is typically Gaussian in nature, although this

distribution may be distorted by any further processing.

• Leakage from the cover image — invariably, some components of the original image (such

as high-detail areas, particularly if the detail is at low intensity) will be classified as noise by

the restoration filter.

• Noise in the form of errors introduced during any lossy compression stage — this particu-

lar cause is not being considered at this stage.

It follows that if the extracted message consists of the above components, then the extrac-

tion error consists of the latter three. Now compression artifacts are not being considered here.

The leakage error is modeled by the Laplacian distribution and constitutes the larger compo-

nent. The original cover image noise is assumed to consist primarily of acquisition noise, and

thus to have a Gaussian distribution. Consider then the hypothesis that the error may be mod-

eled as the sum of two independent random variables ( ), where  has a Laplacian

distribution and  has a Gaussian distribution, both with zero mean. Since  and  are

independent, the distribution of  is given by convolution:

(4-6)

where the Laplacian pdf with mean  and variance , and the Gaussian pdf with mean 

and variance  are respectively defined by:

(4-7)

(4-8)

When  in both cases,  and , the error distribution is given by:
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(4-9)

where (4-10)

and  is the complementary error function defined by:

. (4-11)

Due to the presence of the complementary error function in (4-9), the optimal values of

 and  cannot be easily obtained from the moments of the distribution. Instead, the  sta-

tistic is computed for comparisons between the actual histogram and the Laplacian-Gaussian

distribution for a range of values of  and . A contour plot of  in this parameter field is

shown in Figure 4-7. The optimal parameter choice is obtained by minimizing  numerically.

The normalized histogram is plotted in Figure 4-8 together with the expected Laplacian-

Gaussian distribution, using the parameter values found earlier. The accuracy of this model is

evident from the graph, and more importantly from the low value of . Finally, it

can be seen from Figure 4-9 that the contributions to  are more evenly distributed than with

the Laplacian distribution.
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Figure 4-7. χ2 contour on parameter field for Laplacian-Gaussian distribution.

Figure 4-8. Distribution of image-domain extraction error compared with
the fitted Laplacian-Gaussian distribution.
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Figure 4-9. Contribution to χ2 statistic for Laplacian-Gaussian distribution.

4.4 Experimental Results

Simulation results in this section are based on the same set of four images used in

Section 3.5 and shown in Figure 3-7. For each image, a random message was embedded at a

strength of  (relative to unit variance). The noise strength estimate to use with the AW

filter was obtained both using the conventional technique described in Section 4.2.1, and also

by optimizing it as detailed in Section 4.2.4. The results for each image are given in Table 4-1.

As expected, the optimal noise strength estimate is slightly higher than the actual embedding

strength and significantly lower than the conventional estimate. It is worth noting that the dis-

crepancy between the optimal and the conventional estimates tends to be higher for more

active images and lower for smoother ones. The signal strength corresponding to zero corre-
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lation between error and message is given in Table 4-2. Observe how the signal attenuation

depends on the noise strength estimate used with the AW filter.

For each image, the message extracted using the ideal noise strength estimate was then

compared to the embedded message. The histogram of the extraction error was computed for

 bins, fitted to Laplacian and Laplacian-Gaussian models, and the respective  sta-

Table 4-1. Ideal and estimated noise strength for the AW filter.

Image

Noise Strength Estimate

Conventional Optimal Difference

Barbara -21.5dB -28.4dB 6.9dB

Fishingboat -22.5dB -27.5dB 5.0dB

Lena -23.2dB -27.1dB 3.9dB

Lochness -24.4dB -27.7dB 3.3dB

Table 4-2. Signal attenuation with the AW filter.

Image

Signal Strength

Extracted Embedded Attenuation

Barbara -36.5dB -30.0dB 6.5dB

Fishingboat -34.3dB -30.0dB 4.3dB

Lena -33.5dB -30.0dB 3.5dB

Lochness -34.0dB -30.0dB 4.0dB

n 31= χ2
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tistics computed. These results are given in Table 4-3; note how the Laplacian-Gaussian distri-

bution consistently fits much better than the Laplacian distribution.

Table 4-3. Laplacian and Laplacian-Gaussian goodness-of-fit.

Image

Laplacian Laplacian-Gaussian

Barbara 0.01266 6687 0.006792, 0.01524 47.4

Fishingboat 0.01355 5981 0.008631, 0.01494 90.6

Lena 0.01332 5231 0.009466, 0.01343 53.6

Lochness 0.01338 4766 0.010040, 0.01290 105.4

λ χ2 λ σ, χ2



CHAPTER 5

OPTIMIZED SIGNAL EXTRACTION

5.1 Overview

Optimal performance of a SSIS system with soft-decision decoders is achieved by extrac-

tion filters that minimize the mean-square error (MSE). The AW filter is a suitable choice, given

an appropriate noise strength estimate, as shown in Chapter 4. The choice of noise strength

estimate also affects signal attenuation. Thus, the extracted message consists of the embedded

signal at an unknown strength, corrupted by additive Gaussian and Laplacian noise, also shown

in Chapter 4.

In this chapter, the problem of blindly determining an appropriate noise strength estimate

is considered first in Section 5.2, together with the estimation of the embedded signal strength.

An estimator for the embedded signal strength is proposed, based on the sum of covariances

between the one-sided error vectors and the all-zero and all-one unit-strength messages. The

error energy is then estimated by considering the weighted average of the energy in the one-

sided error vectors. Together, these permit the estimation of the SNR in the extracted message,

in turn allowing the estimation of the ideal noise strength estimate by maximizing SNR. Pre-

liminary results for both algorithms are given for the Lena image.

Once the extracted message is obtained, its optimal decoding using soft-decision Error-

Control Coding (ECC) depends on the knowledge of the channel (error) parameters, in this

case  and . The difficulty, of course, is that the error itself is not known at the decoder since

this would require knowledge of the embedded data. It is thus impossible to determine  and

 directly at the receiver, and more elaborate techniques need to be developed to estimate

them blindly. This problem is considered in Section 5.3, where the extraction error distribution

σ λ

σ

λ
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parameters are estimated from the distribution of the aggregate one-sided error by minimizing

the distribution’s  metric. Preliminary results are again given for the Lena image.

Finally, the performance of all proposed algorithms is supported by experimental results

on a variety of test images in Section 5.4. The algorithms developed in this chapter allow the

blind operation of an SSIS receiver, and provide reasonably accurate channel parameters for

use by the error-correcting decoder.

5.2 Noise Strength Estimation for AW Filter

Preliminary simulation results in this section are again based on the 8-bit grayscale image

of Lena used in Section 3.3.2.

5.2.1 Problem Statement: The ideal noise strength estimate for the AW filter is slightly higher

than the actual embedding strength used. This was demonstrated in Section 4.2 by finding the

noise strength estimate that results in the highest SNR, after determining the strength of the

embedded signal in each case. Such a technique, however, assumes full knowledge of the

embedded message. A practical system must operate without this knowledge, so that other

algorithms are necessary to blindly determine the embedded signal strength and the ideal noise

strength estimate.

5.2.2 Signal Strength Estimator: The receiver does not know a priori the strength of the

embedded signal, which depends on both the embedding strength and on attenuation caused

by the AW filter. In turn, filter attenuation depends on the chosen noise strength estimate. In

Section 4.2.4 the embedded signal strength was obtained by observing that at the correct value

the extraction error  is uncorrelated to the unit-strength embedded message . In a practical

receiver,  is not available. However, the all-zero and all-one unit-strength messages (respec-

tively defined by  and ) are known.
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5.2.2.1 Algorithm: Assuming that the embedded data is compressed and encrypted, a

typical embedded message will have a roughly equal number of zeros and ones. Thus, approx-

imately half of  is equal to , and the other half equal to . Now define the one-sided

errors as:

(5-1)

and (5-2)

Thus for about half of the pixels,  is equal to  and  is equal to . For these same pixels,

 is equal to , so that  is equal to . Similarly, for the remaining

pixels,  is equal to ,  is equal to ,  is equal to , so that  is equal to

. Consider the sum of covariances:

(5-3)

where  is the expectation operator on vector . Thus for approximately half the pixels

(those representing zero):

(5-4)

Equation (5-4) may be simplified to:

(5-5)

Similarly, for the remaining pixels (those representing one):
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(5-6)

(5-7)

Thus, over all the pixels:

(5-8)

Now when  and  are uncorrelated [28]:

(5-9)

or equivalently . Therefore, substituting  in (5-3) and simplifying:

(5-10)

Note that when  is zero-mean and unit strength, (5-10) further reduces to:

(5-11)

5.2.2.2 Illustration: Without loss of generality, consider embedding a random message

at a strength of  (relative to unit variance) into the Lena image. The actual and estimated

embedded signal strength are plotted against the noise strength estimate in Figure 5-1; the dif-

ference between the estimate and the actual value is plotted separately in Figure 5-2. Observe

how, in the region of interest, the estimation error is less than  (the ideal noise strength

estimate was found to be  in Section 4.2.4).
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–=

Â
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Figure 5-1. Performance of blind estimator for embedded signal strength.

Figure 5-2. Estimation error for embedded signal strength.
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5.2.3 Noise Strength Estimator: The optimal noise strength estimate was determined in

Section 4.2.4 by maximizing the SNR in the extracted sequence, with the constraint that the

embedded signal strength is that which results in zero correlation between the extraction error

and the embedded sequence. While the correct signal strength may be determined blindly as

in Section 5.2.2, finding the SNR directly requires knowledge of the data being represented.

Clearly, this is unsuitable, and an alternative is required.

5.2.3.1 Algorithm: Since the signal energy may be considered known (being equal to the

embedding strength determined as in Section 5.2.2), the remaining problem is determining the

error energy. This is actually given by:

(5-12)

The difficulty, of course, is that  is unknown in (5-12). However, it may be assumed that

about half this sequence is equal to  and the remaining half to . If the proportion of pixels

representing a zero is  (where ), (5-12) is equal to:

(5-13)

where , ,  is the subset of  representing a zero, and  is the subset

representing a one. Now consider the weighted average of the one-sided error energies:

(5-14)

Equation (5-14) may be expanded as:
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(5-15)

Considering the middle term in (5-15):

(5-16)

However:

(5-17)

Now,  implies that:

(5-18)

Substituting in (5-17):

(5-19)

Therefore, (5-16) becomes:

(5-20)

Similarly, the middle term from (5-13) may be expanded as:
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(5-21)

The difference between (5-20) and (5-21) is thus equal to:

(5-22)

Finally, substituting in (5-13) and (5-15):

(5-23)

Therefore, the actual error energy may be derived from the weighted average of the one-sided

error energies using:

(5-24)

Note, however, that these equations hold only in a statistical sense, so that any particular

 may be considered simply as an approximation to the respective . Observe also that the

only unknown in (5-14) and (5-24) is the proportion . As a first approximation, assuming the

embedded data to be compressed and encrypted, a typical embedded message will have a

roughly equal number of zeros and ones, or equivalently .

Finally, the ideal noise strength estimate for use with the AW filter may be determined by

maximizing the SNR, in turn obtained from the estimated signal strength and error energy.

5.2.3.2 Illustration: For the same conditions considered in Section 5.2.2.2, the actual

and estimated SNR are plotted against the noise strength estimate in Figure 5-3. The first esti-

mate assumes knowledge of the actual embedded signal strength, and thus its error is due only
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to the estimation of error energy as outlined in this section. The second estimate operates

blindly, so that its error is also due to the embedded signal strength estimation error from the

algorithm of Section 5.2.2.1. The estimation errors are also plotted separately in Figure 5-4.

Observe how, in the region of interest, the blind estimate’s error is within  of the

true value. Note also that the combined effect of errors in estimating the error energy and

signal strength result in a slight shift of the SNR peak. In turn, this results in an error in esti-

mating the ideal noise strength estimate for use with the AW filter. In this case, the estimated

SNR reaches its maximum value of  when the noise strength estimate used is

, with an estimated signal strength of . In comparison, the actual SNR has

a maximum value of  when the noise strength estimate is , with a signal

strength of  (c.f. Section 4.2.4). This is effectively a noise strength estimate error of

.

Figure 5-3. Performance of blind estimator for SNR.
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Figure 5-4. Estimation error for SNR.

5.3 Distribution Analysis and Estimation

Preliminary simulation results in this section are again based on the 8-bit grayscale image

of Lena used in Section 3.3.2.

5.3.1 Problem Statement: The extraction error may be modeled by the sum of two indepen-

dent variables, one having a Laplacian distribution and another having a Gaussian distribution.

This was demonstrated in Section 4.3.2 by fitting the parameters of such a Laplacian-Gaussian

distribution to the extraction error, using  minimization. In that work, however, full knowl-

edge of the embedded message was assumed, including both the signal strength and the rep-

resented data. As was discussed in Section 5.2.1, a practical system must operate without this

knowledge. While the signal strength may be approximated using the technique developed in

Section 5.2.2, the represented data cannot be made available before decoding. Thus, some

other method is necessary to approximate the distribution parameters, without having the
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actual extraction error available. One such method, developed in this section, determines the

distribution parameters from the one-sided error distribution.

5.3.2 Definitions: Consider the a posteriori distribution of , given by:

(5-25)

Thus, the a priori distribution is given by:

(5-26)

Now, if  and  are independent, the distribution of their sum is given by convolution:

(5-27)

Thus, (5-26) may be rewritten as:

(5-28)

where ,  (as defined in Section 5.2.3). Define the differ-

ence between the pixel values representing a one and zero at the given embedding strength as:

(5-29)

Rearranging, (5-28) becomes:

(5-30)

where  as defined by (4-9) and  is the Dirac delta function. Similarly,

the a priori distribution of  is given by:

(5-31)

since  has a symmetric distribution about zero. In (5-30) and (5-31),  represents the

distribution of the difference between the pixel values representing a one and zero, at the given
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0

–[ ] Pr ei[ ]Pr di 0=[ ] Pr ei Â gi
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embedding strength. Assuming that the receiver knows (or has otherwise obtained a good esti-

mate for) the signal strength, this probability is given by the cumulative distribution:

(5-32)

where:

(5-33)

In practice, to determine the cumulative distribution at , the value of  must be determined

numerically by solving the equation:

(5-34)

Finally, the probability density may be obtained from the cumulative density by numerical dif-

ferentiation with respect to :

(5-35)

where  and  are related as specified in (5-34). For verification, the numerically obtained

probabilty density function is plotted in Figure 5-5, together with the histogram of the modu-

lation distance , for an embedding strength of . The low value of  (for

a histogram with  bins) clearly inidicates the validity of the expected histogram.
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Figure 5-5. Verification of modulation distance probability density function.

5.3.3 Distribution Parameter Estimation: Consider the augmented one-sided error vector to

be the combination . Since there are an equal number of members in  and ,

the a priori distribution of  is given by:

(5-36)

Thus, the a priori distribution of  is independent of  and , and depends only on the

values of ,  and  (for the distribution of ). Of these, the embedded signal strength 

may be estimated as described in Section 5.2.2. The Laplacian-Gaussian parameters  and 

may then be determined by comparing the actual histogram of the aggregate one-sided error

with that defined by (5-36) for a range of values of  and . The best fit may be obtained by
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minimizing the  metric numerically. This is equivalent to the approach used in Section 4.3.2

to determine the parameter values for the Laplacian-Gaussian distribution.

5.3.4 Illustration: For the same conditions considered in Section 5.2.2, the normalized his-

togram of the aggregate one-sided error is plotted in Figure 5-6, together with the expected

distribution using the parameter values found earlier. The accuracy of this model is evident

from the graph, and more importantly from the relatively low value of . Finally, it

can be seen from Figure 5-7 that the contributions to  are distributed in a reasonably even

way (there are peaks corresponding to those of the error distribution and the modulation dis-

tance distribution; however, these peaks are less than an order of magnitude higher than the

median).

Figure 5-6. Aggregate one-sided error distribution.
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Figure 5-7. Contribution to χ2 statistic for aggregate one-sided error
distribution.

5.4 Experimental Results

Simulation results in this section are based on the same set of four images used in

Section 3.5 and shown in Figure 3-7. For each image, a random message was embedded at a

strength of  (relative to unit variance). The ideal noise strength estimate to use with the

AW filter was obtained both using the optimization technique described in Section 4.2.4 and

also by estimating it as detailed in Section 5.2.3. The results for each image are given in

Table 5-1. Observe how the estimator is within  of the ideal value, and tends to over-esti-

mate rather than under-estimate the required noise strength.

The effect of this noise strength estimate mismatch on the quality of the extracted message

is shown in Table 5-2. Observe how the SNR in the message extracted using the estimator is

only slightly lower than when the ideal noise strength estimate is used. Indeed, in general this

signal quality loss is significantly less than . For the message extracted using the estima-
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tor, the actual and estimated strength of the embedded signal are given in Table 5-3. Observe

how the estimation error is very low, generally around .

Finally, for the message extracted using the estimator, the Laplacian-Gaussian parameters

were estimated as described in Section 5.3.3. The histogram of the aggregate one-sided error

was computed for  bins, and fitted to the respective model by minimizing the  met-

ric. These results are given in Table 5-4, together with the actual parameters determined as in

Section 4.2.4. Note how the estimated parameters are generally within around  of the

actual values, with a few outliers.

Table 5-1. Estimation of ideal noise strength for the AW filter.

Image

Noise Strength Estimate

Ideal Estimate Error

Barbara -28.4dB -27.5dB 0.9dB

Fishingboat -27.5dB -26.8dB 0.7dB

Lena -27.1dB -26.5dB 0.6dB

Lochness -27.7dB -26.7dB 1.0dB

Table 5-2. Effect of noise strength estimation mismatch on SNR.

Image

Signal-to-Noise Ratio

Ideal Actual Loss

Barbara -1.540dB -1.589dB 0.049dB

Fishingboat 0.050dB -0.013dB 0.063dB

Lena 1.000dB 0.982dB 0.018dB

Lochness 0.460dB 0.423dB 0.037dB

0.1dB

n 51= χ2

5%±
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Table 5-3. Estimation of embedded signal strength.

Image

Embedded Signal Strength

Actual Estimate Error

Barbara -35.761dB -35.827dB -0.066dB

Fishingboat -33.863dB -33.981dB -0.118dB

Lena -33.197dB -33.303dB -0.106dB

Lochness -33.391dB -33.554dB -0.163dB

Table 5-4. Laplacian-Gaussian parameter estimates.

Image

Laplacian-Gaussian 

Parameters

Actual Estimate Error

Barbara
0.008202 0.008836 7.7%

0.01590 0.01558 -2.0%

Fishingboat
0.009898 0.010280 3.9%

0.01487 0.01466 -1.4%

Lena
0.010380 0.010580 1.9%

0.01313 0.01328 1.1%

Lochness
0.011950 0.011160 -6.6%

0.01193 0.01387 16.3%

λ

σ

λ

σ

λ

σ

λ

σ



CHAPTER 6

SIGNAL-SPACE ERROR

6.1 Overview

A preliminary channel model for SSIS, based on a global Laplacian distribution, was pre-

sented in Chapter 3. It was then shown in Chapter 4 that the error in the image domain is more

accurately modeled by a mixed Laplacian-Guassian distribution, and methods for blindly deter-

mining the error distribution parameters have been presented in Chapter 5. The translation of

this improved error distribution to the signal-space domain and its effect on channel capacity,

however, have not yet been considered. The signal-space equivalent of this improved error

model is derived in Section 6.2. Model accuracy is computed using the  test, and preliminary

results given for the Lena image.

This channel model is then used to determine the achievable capacity for a range of signal

embedding strengths. The effects of various signal extraction methods and lossy compression

are also considered, and the performance of the proposed algorithms is supported by experi-

mental results on a variety of test images in Section 6.3.

6.2 Channel Error Distribution in SSIS

While it is most useful to model the error distribution in signal space, and thus treat the

stego-system as a communications channel, it is equally important to realise that errors are

actually being introduced in the image domain. Thus, the non-linear transformations used to

convert the extracted image domain value to signal space should be taken into consideration,

as shown in Section 6.2.1. The transformation of the Laplacian-Gaussian error distribution

from image domain to signal space domain is then developed in Section 6.2.2. Finally, the

resultant channel capacity is considered in Section 6.2.3.

χ2
73
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6.2.1 Transformation from Image Domain to Signal-Space: 6.2.1.1 Derivation: The error intro-

duced in the image domain for pixel  is given by . Considering only the real

component, the corresponding error in signal space is given by:

(6-1)

Thus, when :

(6-2)

(6-3)

Similarly, when :

(6-4)

(6-5)

Thus the error in signal-space  is not only a function of the image-domain error , but

also depends on the modulation variable  and the embedded data value . To better visu-

alize the multi-variable relationship, consider the following functions from (6-3) and (6-5)

respectively:

(6-6)

Combining Equations (6-3), (6-5), and (6-6):

(6-7)
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ei Â⁄+( ) ui–[ ]– , 0.0 ui 0.5<≤

4 Φ g̃i
0
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where:

(6-8)

(6-9)

6.2.1.2 Properties: Substituting  in (6-7) yields:

(6-10)

However, from the definition of  in (6-9):

(6-11)

But from the definition of  in (2-2):

(6-12)

Substituting from (6-12) into (6-11) results in:

(6-13)

Also, from the definition of the error function in (2-4) and (2-5) it can be shown that:

(6-14)

and (6-15)

Substituting from (6-13), (6-14), and (6-15) into (6-10) results in:
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(6-16)

This can be rewritten as:

(6-17)

It is implied by (6-17) that if the distribution of  is symmetrical about zero, then the distri-

bution of  is symmetrical about . Now, inverting (6-7) by making  subject of the

equation we get:

(6-18)

Alternatively, substituting  in (6-18) yields:

(6-19)

This can be rewritten as:

(6-20)

6.2.1.3 Illustration: The validity of (6-7) may be illustrated by considering the system

studied in Section 4.2.4, where a random message at a strength of  (relative to unit vari-

ance) was embedded into the Lena image, and an extracted message obtained at a strength of

 using an optimally-tuned AW filter. For that system, the signal-space error may be

obtained by transforming the image-domain error using (6-7); this is plotted in Figure 6-1

against the signal-space error computed using (3-3). Observe how all points lie close to the
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1 h ui di,( )–( ) ei Â⁄+( ) 1 h ui di,( )–( )–[ ]sgn=

4 ui 0.5–( ) Φ Φ 1– 1 h ui di,( )–( ) ei Â⁄+( ) h ui di,( ) 1–+[ ]sgn–=
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Â Φ 1–
h ui di,( ) ui 0.5–( )Ei 4⁄sgn+( )– Φ 1–

h ui di,( )( )+[ ]=

ei Ei 1 ui– di, ,( ) ei Ei ui di, ,( )–=

30dB–

33.5dB–



77
 line, indicating the validity of the transformation of the error from the image domain

to the signal-space domain.

Figure 6-1. Comparison of signal-space error transformed from image
domain to the actual signal-space error.

It can also be shown that the slight difference between the transformed and the actual

signal-space error is due to the quantization of the embedded signal, which is accounted for in

computing the image-domain error but not in the transformation of the signal itself (c.f.

Section 3.2).

6.2.2 Distribution of Error in Signal-Space: 6.2.2.1 Conditional Distribution: Consider the case

where  has a Laplacian-Gaussian distribution defined by (4-9). The conditional dis-

tribution of  in such a case would be given by combining Equations (4-9) and

(6-18):

y x=

e ei{ }=

E Ei{ }=



78
(6-21)
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(6-26)

6.2.2.2 Properties of the Conditional Distribution: Note that , being the inverse

Gaussian cdf, is defined only for a . This range condition is automatically satisfied

in the second instance of  in the numerator of (6-26) because  by

definition. In the other two instances1, however, this condition implies that:

(6-27)

Thus, for :

(6-28)

or, (6-29)

or, (6-30)

Similarly, for :

(6-31)

or, (6-32)

or, (6-33)

1. The other instance in the numerator of (6-26) and the instance in the denominator both
have the same parameter and thus the same range condition.
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The ranges of signal-space error  expressed by Equations (6-30) and (6-33) are shown graph-

ically in Figure 6-2.

Figure 6-2. Signal-space error range.

6.2.2.3 Global Distribution: The overall error distribution may be obtained from (6-26)

by integrating over  and summing over :

(6-34)
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where  by definition, and it may be assumed that  if the source is

compressed. Thus:

(6-35)

Substituting from (6-26) and expanding terms in :

(6-36)

Using variable substitution in the latter two integrals gives:

(6-37)
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pe Â Φ 1–
ui

Ei

4
-----–⎝ ⎠

⎛ ⎞ Φ 1–
ui( )– σ λ,⎝ ⎠

⎛ ⎞ uid
0

1

2
--

∫ …+

e
1

2
--Φ 1– ui

Ei

4
-----+

⎝ ⎠
⎛ ⎞

2
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which may be further simplified to:

(6-38)

6.2.2.4 Properties of the Global Distribution: The transformed Laplacian-Gaussian distri-

bution of (6-38) may be trivially shown to be symmetric around , that is:

(6-39)

Also, the integration limits in (6-38) describe the extreme limits of the integration variable ,

and do not take into account the range over which the inverse Gaussian cdf  is defined.
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(6-40)
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(6-42)

Similarly, for :

(6-43)

Using variable substitution in the second integral gives:

(6-44)

and combining the two integrals results in:

(6-45)

Comparing (6-42) and (6-45), for any  the distribution may be written as:

(6-46)

A special condition occurs when . In this case:
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pe Â Φ 1–
ui

Ei

4
-----+

⎝ ⎠
⎛ ⎞ Φ 1–

ui( )– σ λ,
⎝ ⎠
⎛ ⎞ uid

Ei

4
-----–

1

∫

pE Ei( )
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(6-47)

Let . Thus:

(6-48)

and (6-49)

Substituting from (6-48) and (6-49) into (6-47):

(6-50)

Clearly, since  is a probability density function,  must take a finite value, and due

to the symmetry around ,  must also be continuous at that point, so that:

(6-51)

6.2.2.5 Illustration: The transformed Laplacian-Gaussian distribution of (6-46) may be

verified by considering the same system as in Section 6.2.1.3. For that system, the image-

domain error was shown to fit a Laplacian-Gaussian distribution in Section 4.3.2. For the same

Laplacian-Gaussian parameters, the expected signal-space error distribution may be obtained

by evaluating (6-46). This is plotted in Figure 6-3, together with the normalized histogram of

the actual signal-space error (using  bins). The model accuracy is evident from the

graph, and more importantly from the relatively low value of . Finally, it can be

seen from Figure 6-4 that the contribution to the  statistic is evenly distributed over the

range of signal-space error.
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Figure 6-3. Signal-space error compared with transformed Laplacian-
Gaussian distribution.

Figure 6-4. Contribution to χ2 statistic for signal-space error distribution.
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6.2.2.6 Distribution of Received Symbols: The conditional distribution of received symbols

 may be derived from the conditional error distribution (6-26), as follows:

(6-52)

Thus, for :

(6-53)
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(6-54)
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6.2.3 Channel Capacity: 6.2.3.1 Capacity in terms of the image-domain noise parameters: For an

information channel with input alphabet  and output alphabet , the channel capacity is

defined as the maximum of the mutual information [18], [19]:

(6-55)

where the conditional mutual information  is defined as:

(6-56)

For a channel with a discrete input alphabet but a continuous (i.e. soft) output alphabet, as in

this case, the summation on  in (6-56) is changed to an integration:

(6-57)

Now, for the transformed Laplacian-Gaussian distribution:

(6-58)

where  is the transmitted symbol (either  or ),  is the received symbol (a

real number), and  is the data value represented by , as specified by (3-1). Now since
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pe Â Φ 1–
h ui di,( ) ui 0.5–( )sgn
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(6-60)

Similarly, when , , and (6-59) simplifies to:

(6-61)

Finally, the distribution of the received symbols is given by:

(6-62)

Assuming an equiprobable binary source:
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(6-64)

The mutual information then becomes:

(6-65)

While the summation in (6-65) may be trivially expanded, the integrals cannot be so easily eval-

uated, due to the complementary error function in . The mutual information (and

thus the usable channel capacity) may only be obtained as a function of  and  by numerical

methods. Note that this capacity measure assumes that:

• The source is binary equiprobable — this is a reasonable assumption given that the data at

the transmitter is source-coded and encrypted.

• One can choose a sufficiently large random FEC code — while this isn’t strictly possible

due to decoding constraints and cover image size, one get quite close to this ideal using

Turbo codes with large pseudo-random interleavers (within 1dB of coding gain is reported

in the literature).

6.2.3.2 Illustration: The noise power in the image domain, for a Laplacian-Gaussian dis-

tribution, is related to  and  through the noise variance . The concept of

signal power in the image domain, is however more troublesome. Conventionally, the signal

power is considered to be given by the signal variance , as related the strength of the

extracted1 signal. Thus, the image-domain SNR is conventionally given by:

(6-66)

1. The extracted signal strength is a fairer indicator than the embedded signal strength due to
signal attenuation along the channel.
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-- P Ŝi Si 1–=( ) P Ŝi Si +1=( )+{ }= =

I A B;( ) P a( ) P b a( )
P b a( )
P b( )----------------- bdlog

B
∫

A
∑=

1
2
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Alternatively, defining the ratio of power in the Laplacian and Gaussian components as:

(6-67)

the SNR may be redefined as:

(6-68)

The usable capacity for the transformed Laplacian-Gaussian channel is plotted against the

image-domain SNR in Figure 6-5. Separate curves show the effect that the power ratio has on

capacity. When the Laplacian component dominates the noise (i.e. for high values of ), the

capacity is higher at lower SNR and lower at higher SNR than the equi-power case. When the

Gaussian component dominates, the reverse is true, but the difference from the equi-power

case is marginal.

Figure 6-5. Effect of image-domain SNR on the capacity of a system with
Laplacian-Gaussian noise.
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Â2

σ2 1 ρ+( )
-----------------------=

ρ

-15 -10 -5 0 5 10 15
0

0.2

0.4

0.6

0.8

1

Image-Domain SNR (dB)

C
h
an

n
el

 C
ap

ac
it
y 

(b
it
s/

p
ix

el
)

Lap-Gauss (ρ = 1)

Lap-Gauss (ρ = 0.01)

Lap-Gauss (ρ = 100)



91
6.2.3.3 Relationship between Laplacian-Gaussian Parameters and Signal-Space SNR: Conven-

tionally, the signal power is considered to be given by the strength of the embedded signal.

From an information perspective, however, one is more interested in the average power of the

difference between alternative symbol values. While for the signal-space SNR this difference

is constant in a BPSK-modulated system, the same is not true in the image-domain when the

SSIS piecewise-linear modulation scheme is used, due to the subsequent histogram shaping.

Thus, the SNR computed in the image domain is not identical to the SNR of the same

sequence transformed into signal-space. For the signal-space error distribution described by

(6-38), the noise power in signal-space is given by:

(6-69)

Now, since the integrand is an even function, this function may be simplified to:

(6-70)

Substituting from (6-42):

(6-71)

Once again, the integral must be evaluated numerically due to the complementary error func-

tion in .

6.2.3.4 Illustration: The signal-space SNR for the channel is related to the image-

domain noise parameters  and  as described in Section 6.2.3.3. This relationship is used to

plot the corresponding signal-space SNR for a range of image-domain SNR values and Lapla-

cian-Gaussian power ratios in Figure 6-6.
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Figure 6-6. Relationship between the image-domain SNR and its signal-
space equivalent for the transformed Laplacian-Gaussian channel.

Observe how at high image-domain SNR values, the channel SNR tends to a value about

 less than the image-domain SNR. At lower image-domain SNR values, however, the

channel SNR tends to a limiting value of about . This limiting value is caused by the

reduced range of the signal-space error. From (3-2) it may be seen that the extracted symbol

 may take values in the range:

(6-72)

The lower limit corresponds to the case when  and  (and thus ), and

also to  and  (and again ). The upper limit occurs when  and

 (and thus ). This limited range of the extracted symbol  translates to a

limited range of the extraction error . From (3-3) it can be seen that the range of possible

values for  is given by:
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(6-73)

Since the embedded symbol  may only take the values  and , the lower limit of the

extraction error occurs when  and , while the upper limit corresponds to

 and . The limited range of  means that the energy in the signal-space error

has an upper limit. Since the BPSK signal has a fixed power, this results in a lower limit on the

channel SNR, as exhibited in Figure 6-6.

The relationship between image-domain and signal-space SNR may be used to plot the

channel capacity against signal-space SNR, as in Figure 6-7. This corresponds to the same

range of image-domain SNR values and power ratios of Figure 6-5. In this case, however, the

capacity is plotted against the signal-space SNR value corresponding to the image-domain

SNR used to compute that particular capacity measure.

Figure 6-7. Effect of channel SNR on the transformed Laplacian-Gaussian
channel’s capacity, compared with the Laplacian-BPSK channel.
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For comparison, Figure 6-7 also contains capacity plots for the Laplacian-BPSK channel

and its hard-decision approximation, from Section 3.4. Observe how the capacity of the trans-

formed Laplacian-Gaussian channel is significantly lower than that of the Laplacian-BPSK

channel in the low SNR range. Surprisingly, even the hard-decision approximation has a higher

capacity than the transformed Laplacian-Gaussian. It is worth remembering, however, that the

hard-decision approximation derives its cross-over probability from the area below the Lapla-

cian-BPSK channel’s tail; thus, any inaccuracy in the Laplacian noise model also affects the

hard-decision approximation.

6.3 Experimental Results

The capacity measures derived in this chapter provide a much more realistic benchmark

for the capabilities of the SSIS system under the particular conditions being considered. These

may be used to better evaluate the effects of variables in the SSIS system, including the cover

image used, the embedding strength, and any lossy compression of the stego-image. The effect

of each of these variables is considered in turn in this section. Simulation results are based on

the same set of four images used in Section 3.5 and shown in Figure 3-7.

6.3.1 Effect of Signal Embedding Strength: The effect of signal embedding strength is investi-

gated by embedding a random message at strengths (relative to unit variance) ranging from

 to , in steps of , into the Lena image. In each case, the resulting stego-

image is quantized to 8 bpp, but no lossy compression is applied. The optimal noise strength

estimate for use with the AW filter is determined using the technique described in

Section 4.2.4, together with the strength of the extracted signal. Both these values are plotted

in Figure 6-8, together with a dotted line to show the embedding strength. As already observed

in Section 4.2.4, the optimal noise strength estimate is slightly higher than the strength of the

embedded signal, yet still causes some attenuation to the signal component in the extracted

sequence.

48dB– 26dB– 1dB
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Figure 6-8. Effect of embedding strength on the extracted signal strength
and on the optimal AW filter’s noise strength estimate.

It is interesting to observe that at lower embedding strengths, there is a larger relative dif-
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Simultaneously, there is greater attenuation of the signal component at lower embedding

strengths. Recall that the lower limit of  is equivalent to an average amplitude of just

one quantization step at 8 bpp. Thus, at the lower embedding strengths, quantization affects

the quality of the extracted message to a higher degree. Additionally, recall that the extracted

sequence consists of the hidden signal corrupted by white noise from the original cover image
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system performance at lower embedding strengths.
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optimally-tuned AW filter, the residual image-domain error is fitted to a Laplacian-Gaussian

distribution as described in Section 4.3.2. The goodness-of-fit in each case may be determined

by computing the  statistic for  bins, and plotting its variation with the embedding

strength, as shown in Figure 6-9.

Figure 6-9. Effect of embedding strength on the correctness of the
Laplacian-Gaussian noise model.
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Lena image, this is about 2-3dB below the threshold of visibility, and is thus well within the

usable range.

The division of the error energy between the Laplacian and Gaussian components is con-

sidered next, by plotting the ratio of each noise component to the extracted signal strength

through the range of embedding strengths considered earlier, as shown in Figure 6-10.

Figure 6-10. Effect of embedding strength on the division of power between
the Laplacian and Gaussian noise components.
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cantly greater than the Gaussian component but does not dominate. As the embedding

strength is reduced, the Laplacian and Gaussian components’ contribution become approxi-

mately equal, until they diverge again at the lower embedding strengths. At this lower end, the

Laplacian component dominates; however, this result must be considered with caution due to

the degradation in the goodness-of-fit of the Laplacian-Gaussian model.
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The effect on SSIS performance for soft-decision decoding may be determined by plotting

the SNR of the extracted signal throughout the range of embedding strengths already consid-

ered, as shown in Figure 6-11. For comparison, the SNR is shown both in the image domain

and in signal-space. Recall that in the image domain, the SNR is considered as the ratio

between the strength of the signal component and that of the error. This is shown in

Figure 6-11 together with the estimated value based on the fitted parameters of the Laplacian-

Gaussian noise model. Observe how the estimate tracks the actual SNR well even at low

embedding strength values, where the Laplacian-Gaussian model is shown to be inaccurate.

Also observe how the signal-space SNR has a narrower range, as expected (c.f. Section 6.2.3.4).

While not as accurate as the image-domain estimate, the signal-space estimate (based on the

transformed Laplacian-Gaussian distribution) still tracks the actual SNR reasonably well.

Figure 6-11. Effect of embedding strength on the image domain and signal-
space SNR, together with estimates based on the Laplacian-

Gaussian noise model.
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In a similar fashion, the effect on performance for hard-decision decoding may be visual-

ized by plotting the hard-error rate for the same range of embedding strengths, as in

Figure 6-12. As already noted in Section 3.5.2, the error rate increases as the embedding

strength is reduced.

Figure 6-12. Effect of embedding strength on hard error rate with hard-
decision decoding.
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indicates the problems associated with the use of inaccurate channel models; the transformed

Laplacian-Gaussian distribution has been shown to fit the error reasonably well, and thus pro-

vides a much tighter (and more realistic) estimate of the achievable capacity.

Figure 6-13. Capacity estimates for the transformed Laplacian-Gaussian
channel compared with those of the binary symmetric channel.

The relationship between the capacity of the soft and hard-decision channels is also shown

separately in Figure 6-14, where the capacity improvement is plotted as the ratio of the two
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Figure 6-14. Improvement in channel capacity for soft-decision vs hard-
decision decoding, and its dependence on the embedding strength.
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Figure 6-15. Effect of JPEG compression quality on the extracted signal
strength and on the optimal AW filter’s noise strength estimate.
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is fitted to a Laplacian-Gaussian distribution as described in Section 4.3.2. The goodness-of-

fit in each case may be determined by computing the  statistic for  bins, and plotting

its variation with the embedding strength, as shown in Figure 6-16. As expected, the goodness-

of-fit degrades as the JPEG compression quality is reduced. Also, in a similar fashion to what

was observed in Section 6.3.1, the goodness-of-fit degrades slowly through the medium-to-

high quality range and then rapidly deteriorates at the lower quality settings.

Figure 6-16. Effect of JPEG compression quality on the correctness of the
Laplacian-Gaussian noise model.
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compression (except for the highest quality settings), the Laplacian-Gaussian distribution may
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for settings 0-2, making them unsuitable for most applications; artifacts are still present in set-

tings 3-4, but less discernable, making these settings suitable perhaps for indexing/thumbnail

purposes. In general, the “medium quality” settings are often used for web images, “high qual-

ity” for general purpose screen-display applications, and “maximum quality” for archiving and

print applications.

The division of error energy between the Laplacian and Gaussian components is shown in

Figure 6-17, where the ratio of each noise component to the extracted signal strength is plotted

as a function of the JPEG compression quality.

Figure 6-17. Effect of JPEG compression quality on the division of power
between the Laplacian and Gaussian noise components.
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approximately equal. At medium JPEG quality settings, the contributions diverge, with the

Laplacian component dominating. Once again, the results at the lower end of the JPEG quality

range must be considered with caution due to the degradation in the goodness-of-fit of the

Laplacian-Gaussian model.

The effect on SSIS performance for soft-decision decoding may be determined by plotting

the SNR of the extracted signal against the JPEG compression quality, as shown in

Figure 6-18. For comparison, the SNR is shown both in the image domain and in signal-space.

Both metrics are plotted together with their estimated values based on the fitted parameters of

the Laplacian-Gaussian distribution. Note how both estimates track the actual SNR values

well, except for the signal-space estimate at low JPEG quality settings. The divergence in this

case is due to the numerical precision limitations of the Matlab system, an effect that has

already been observed in lesser form in Figure 6-15.

Figure 6-18. Effect of JPEG compression on the image domain and signal-
space SNR, with estimates assuming Laplacian-Gaussian noise.
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The effect of JPEG compression quality on SSIS performance for hard-decision decoding

may be similarly examined by plotting the hard-error rate against the JPEG compression qual-

ity. As already observed in Section 3.5.3, system performance rapidly deteriorates with decreas-

ing JPEG compression quality.

Figure 6-19. Effect of JPEG compression quality on the error rate with
hard-decision decoding.
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the Laplacian-Gaussian model once again provides a much tighter and more realistic estimate

of the achievable performance.

Figure 6-20. Capacity estimates for the transformed Laplacian-Gaussian
channel compared with those of the binary symmetric channel.
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Figure 6-21. Improvement in channel capacity for soft-decision vs hard-
decision decoding, and its dependence on JPEG compression.
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CHAPTER 7

CONCLUSIONS

7.1 Comments

For a given embedding strength and permissible lossy compression distortion, this work

has increased the achievable payload capacity by optimizing the signal extraction at the receiver

for use with soft-decision decoders. Furthermore, a tight upper bound on the achievable

capacity in any particular system has been obtained, better guiding the choice of error-correc-

tion for the given system. These advances to the current state of the art have been achieved by

a multi-tiered approach, as detailed below.

A present void in the literature has been filled by presenting a suitable frame of reference

for the comparison of different embedding methods, and then applying this model to SSIS.

The proposed frame of reference involves a signal-space representation of the embedded sym-

bols at the transmitter and extracted symbols at the receiver. A preliminary channel model for

SSIS has also been presented, based on a global Laplacian error distribution in signal-space.

This model was then used to investigate the performance of various signal extraction filters, as

well as the effects of embedding strength and lossy compression. The impact of the prelimi-

nary model on steganographic capacity was also considered. A capacity metric appropriate for

BPSK modulation with an additive Laplacian noise channel developed, giving tight estimates

on what can be achieved with that channel model. A significant contribution in this work is the

decoupling of the channel model from any error-correction system employed, allowing a more

appropriate choice of error correction for any given condition.

In order to provide the maximum capacity with soft-decision decoders, the AW filter has

been used since it is known to distinguish white noise with minimal error in the mean-square
109
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sense. The choice of noise strength estimate for this filter has been optimized for use with

SSIS, by determining the value at which the extracted signal has the highest SNR. Since the AW

filter causes some attenuation of the embedded signal, a mechanism has been developed to

determine the strength of the signal component in the extracted sequence. In this work it has

been shown that the ideal estimate is slightly higher than the strength of the embedded mes-

sage. Considering the extracted sequence in the image domain, it has also been shown that the

Laplacian distribution is not an accurate model for the extraction error. Rather, the image-

domain error should be modeled as the sum of two independent random variables, the domi-

nant one having a Laplacian distribution, and the recessive one having a Gaussian distribution.

In the above work, it was assumed that the embedded message was known. A practical sys-

tem, however, must operate blindly and thus work around this assumption. In particular, cor-

rect error-control decoding requires accurate estimates of the channel parameters and the

signal strength. A stego-system receiver must be able to determine these without any knowl-

edge about the embedded data sequence or the embedding strength.

The problems of blindly determining the noise strength estimate, the embedded signal

strength, and the extraction error distribution parameters have also been considered and

appropriate solutions proposed. Specifically, it has been shown that the embedded signal

strength may be obtained by considering the sum of covariances between the one-sided error

vectors and the all-zero and all-one unit-strength messages. The error energy may then be esti-

mated by considering the weighted average of the energy in the one-sided error vectors.

Together, these permit the estimation of the SNR in the extracted message, in turn allowing

the estimation of the ideal noise strength estimate by maximizing SNR. Finally, the extraction

error distribution parameters may be estimated from the distribution of the aggregate one-

sided error by minimizing the distribution’s  metric. These algorithms allow the blind oper-

ation of an SSIS receiver, and provide reasonably accurate channel parameters for use by the

error-correcting decoder.

χ2
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For the signal-space frame of reference, an improved channel model of the stego-system

has been developed by transforming the Laplacian-Gaussian image-domain error model to the

signal-space domain. This facilitates the use of an error-control system by providing a more

accurate error model. A capacity metric for this improved channel model has also been devel-

oped, permitting a tighter calculation of the channel capacity for any given system.

The improved channel model has been used to quantify the significance of several variables

in the stego-system, by examining the effects of those variables on the channel parameters (and

thus the channel capacity). Specifically, the impact of signal embedding strength and lossy com-

pression has once again been considered. These contributions determine more accurately the

limits of what can be achieved with a specific stego-system, making them useful tools for

design purposes.

7.2 Summary of Contributions

1. Signal-space representation of embedded and extracted signals; application to SSIS.

2. Preliminary global Laplacian model for signal-space error; capacity of this Laplacian chan-

nel with BPSK modulation.

3. Performance of various extraction filters, effect of embedding strength and JPEG com-

pression for Laplacian-BPSK channel.

4. Determination of signal strength in the extracted sequence to account for attenuation by

the extraction filter.

5. Optimization of AW filter for SSIS by maximizing SNR in the extracted sequence.

6. Improved image-domain error model based on an additive Laplacian-Gaussian distribu-

tion; statistical validation of new model.

7. Development of algorithms for blindly determining the signal strength in the extracted

sequence, the optimal parameters for the AW filter, and the Laplacian-Gaussian distribu-

tion parameters for the resultant image-domain error.
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8. Obtaining the relationship between errors in the image domain and the corresponding

error in signal-space, with modulation variable and embedded value as parameters.

9. Development of a conditional signal-space error model for the Laplacian-Gaussian

image-domain error, with modulation variable and embedded value as parameters.

10. Integrated global channel error model for the Laplacian-Gaussian image-domain error;

capacity of this channel model.

11. Determination of the effect of embedding strength and JPEG compression quality on

channel model accuracy, using statistical goodness-of-fit.

7.3 Future Work

A number of results in this dissertation raise further questions; suggestions for further

research include:

1. Determination of the effect on channel model accuracy of different extraction filters.

2. Integration of side-information sources from local image statistics to improve channel

error model.

3. Use of image pre-processing (such as prior denoising and prior compression cycles) for

improving performance.

4. Design and simulation of Turbo codes for the channel models used.

5. Validation of capacity metrics using set of Turbo codes.

6. Use of multi-receiver and multi-transmitter techniques in the strego-system.

A selection of these possibilities for future improvement of SSIS are considered in further

detail below.

7.3.1 Cover Image Denoising: In the basic SSIS system the cover image is used as-is. In this

work it has already been shown that the choice of cover image affects system performance. In

particular, smoother cover images tend to result in higher channel SNR than more active (or
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noisier) images at the same embedding strength. This phenomenon is probably due to the fact

that the output of the signal extraction filter also includes noise from the original cover image

— in other words, the extraction filter cannot distinguish between the artificially embedded

noise and the original noise1 in the cover image.

This suggests the improvement of system performance by applying prior denoising — that

is, by removing noise from the original cover image before embedding the signal. As far as can

be ascertained, this technique has not been employed before in the public literature; prelimi-

nary work has shown its use to improve performance, but the effects still need to be quantified.

In particular, it has been noted that if the filter used for prior denoising is the same as that used

for signal extraction, then the improvement is more pronounced, especially when the param-

eters are matched. In investigating the usability of this technique, it is also essential to ensure

that its use does not compromise imperceptibility.

7.3.2 Turbo Code Design: As a communications channel, SSIS may be considered to be both

power-limited and bandwidth-constrained. To make best use of the achievable capacity a set

of codes with a range of block length and code rates is necessary, so that one may choose the

code with the highest code rate that will perform with the required safety margin. While this

in not in itself innovative (what needs to be done is to apply known techniques to design an

appropriate range of codes), this selection of codes is necessary to validate the predicted capac-

ity.

7.3.3 Multiple-Receiver and Multiple-Transmitter Techniques: Recent work in communications

theory [22] has shown that one may improve the performance of a wireless communications

channel by utilising multiple antennas at the receiver and combining the recevied information

when decoding. The theory is based on the assumption that the propagation path for different

1. This includes both the CCD thermal noise in the cover image, as well as any image fea-
tures that are interpreted as noise by the extraction filter.
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antennas is different, causing the noise in the received signals to be uncorrelated. Such tech-

niques have the advantage that they do not require any change in the transmitter and thus

improve performance without affecting the transmitted signal power or data rate.

An analogous situation in SSIS is the use of a number of different extraction methods at

the reciever to generate alternative received signals. If the signals are sufficiently unrelated to

each other, they may be combined in some way to improve receiver performance, similar to

the multiple-antenna receiver systems described above.

A related method uses multiple transmitters (with or without multiple receivers) to increase

the number of signals with uncorrelated noise at the receiver. Since the stego-system is limited

in both bandwidth and power, similar results may be obtained by trading off capacity (i.e. by

embedding multiple instances of the signal and using these at the receiver in a similar way to

what was discussed above). This would work in a similar way to space-time coding or multiple-

transmitter communications, and is an alternative to the use of lower-rate ECC schemes.
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