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Abstract. The field of image forensics is expanding rapidly. Many pas-
sive image tamper detection techniques have been presented. Some of
these techniques use feature extraction methods for tamper detection
and localization. This work is based on extracting Maximally Stable
Extremal Regions (MSER) features for cloning detection, followed by k-
means clustering for cloning localization. Then for comparison purposes,
we implement the same approach using Speeded Up Robust Features
(SURF) and Scale-Invariant Feature Transform (SIFT). Experimental
results show that we can detect and localize cloning in tampered images
with an accuracy reaching 97% using MSER features. The usability and
efficacy of our approach is verified by comparing with recent state-of-
the-art approaches.
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1 Introduction

Multimedia validity is a major issue of concern nowadays due to the ease with
which one can modify media using readily available software. As a result, the
field of image forensics is targeted towards studying and analyzing multimedia
to confirm authenticity or tampering. Image forensic tools can be classified into
two main categories: active and passive. Watermarking, for example, is a well-
known active image forensic tool where data is embedded into an image during
the acquisition process. On the other hand, passive forensic tools do not depend
on any prior data at all. Therefore, the analysis is performed on a blind basis.

Many algorithms based on feature detection and extraction have been pre-
sented. Feature detectors are either keypoint-based or block-based. Keypoint-
based detectors extract keypoint features from a whole image, where block-based
detectors extract features from image blocks. Christlein et al. [6] compare the
performance of keypoint-based and block-based detectors. Experiments were per-
formed to measure both image-level and pixel level performance. Results show
that keypoint-based detectors such as SURF and SIFT perform really well in
terms of forgery detection in addition to having very low computational cost.
Block-based detectors, on the other hand, have a higher computational cost,
but they can improve results when the image contains low contrast regions. The



following review sheds some light on techniques that use keypoint detectors,
followed by techniques that use block detectors.

Amerini et al. [1] present a method for copy-move detection based on Scale-
Invariant Feature Transform (SIFT) feature extraction. The method uses ag-
glomerative hierarchical clustering to localize the cloned areas in an image. This
step is then followed by geometric transformation estimation. The same authors
also present an improved version of their detection method in [2]. The improved
method uses the J-Linkage algorithm to perform robust clustering in the space
of the geometric transformation. Experimental results show that the method is
reliable in detecting forgery with precise localization.

In [5] Bo et al. use Speed Up Robust Features (SURF) for copy-move detec-
tion. The method performs well in cases of rotation and scaling. No quantitative
measures were provided about the detection rate. Rather, detection results were
presented visually since the algorithm was solely based on feature matching.
Similarly, Shivakumar and Baboo [4] use SURF and a KD-tree for copy-move
detection. Overall, the method performs well but fails in detecting very small
sized regions.

Li et al. [9] present a method for detecting copy-move forgery based on cir-
cular pattern matching. A Polar Harmonic Transform (PHT) is used to extract
rotation and scale invariant features from circular image blocks. Feature vectors
are then sorted lexicographically. Similar block pairs indicate the presence of
forgery.

Zhao and Zhao [17] use Harris Feature Points and local binary patterns (LBP)
for extracting feature vectors from circle patches. They use the best-bin-first
(BBF) algorithm for duplicate region detection. Results show that this method
can detect rotation, flipping and blurring. However, Harris corners and LBP are
sensitive to scaling which minimizes duplication detection.

In another work, YunJie et al. [16] present a method for copy-rotate-move
forgery detection. The method is based on decomposing overlapping blocks us-
ing dual tree complex wavelet transform (DTCWT). Afterwards, rotationally
invariant features are extracted using Fourier transform. Finally, lexicographical
sorting is used for forgery detection. Results show good detection rates for blocks
of different sizes.

Davarzani et al. [7] present a technique that relies on block feature extrac-
tion using Multiresolution Local Binary Patterns (MLBP) for copy-move forgery
detection. Their technique can efficiently detect duplicated regions even if they
were rotated, scaled, blurred or compressed.

Ryu et al. [15] present a method for detecting copy-rotate-move forgery us-
ing Zernike moments. The image is divided into overlapping blocks. The Zernike
moments are caluculated for each block. All computed moments are vectorized.
The complete set of vectors is then lexicographically sorted. The Euclidean dis-
tance is computed between adjacent pairs of vectors. If the distance is less than
the specified threhold, then the two blocks are suspected to be forged. The same
authors improved their technique in [14] by extracting the magnitudes of Zernike



moments from image blocks and using them as features. Afterwrds, locality sen-
sitive hashing (LSH) is used for removing falsely matched block pairs.

For this paper we chose to use key-point detection and clustering as first
introduced by Armerini et al. in [1], [2]. Experimental result in these papers
showed that clustering is effective when used for tamper localization. For this
reason, we wanted to implement another type of clustering (k-means) to be able
to compare with hierarchical clustering. The reason for choosing k-means is that
it is less computationally intensive than hierarchical clustering. Furthermore, we
ideally expect to have 2 clusters representing tampered and original matches.
Therefore, we can specify the number of clusters beforehand.

This paper is organized as follows: Section 2 explains our proposed method.
Section 3 gives experimental results. Finally, we provide our conclusion and
future work in Section 4.

2 Proposed Method

Our proposed method is composed of four main steps. The first step is based
on feature extraction and keypoint matching. The second step computes two
metrics (slope and length) which will then be used in the clustering phase. The
third step uses k-means clustering. Finally, the last step is making a decision on
the image.

First we start by choosing three different sets of features. The two most
commonly used features for cloning detection are (SIFT) [10], (SURF) [3]. The
third set of features is Maximally Stable Extremal Regions (MSER) [8]. The
reason behind choosing MSER features is that they were proven to be useful in
a wide range of applications such as image segmentation [12] and video stabi-
lization [13]. Furthermore, MSER can detect regions in various image conditions
such as blur and dense textures. Mikolajczyk et al. [11] compared the perfor-
mance of six different region detectors including MSER. They found that MSER
outperforms the other five region detectors in detecting regions with different
view points. In this analysis, MSER also comes second after Hessian detectors in
detection regions after changes in scale. In addition, MSER consistently resulted
in the highest score through many tests such as light change, viewpoint change,
and scale change. We compare with SIFT and SURF as they are the two most
well known robust features used for cloning detection in images.

We start by extracting a collection of keypoints depending on the specified
feature detection algorithm (i.e. SURF, SIFT, or MSER). Each keypoint will
have a corresponding feature vector containing multiple elements called descrip-
tors. In order to find matches between keypoints, we compute the Euclidean
distance between keypoint descriptors. If the Euclidean distance between de-
scriptors is less than the threshold we specified based on image heuristics, then
it is considered a match.

After finding all the matches we compute length and slope of the line con-
necting each pair of matches (i.e. between 2 keypoints). The length of the line,
or distance between matching features, is computed as follows:



d(p, q) =
√∑n

i=1(pi − qi)2,

where p and q are points in the Euclidean space, and pi and qi is the ith element
in the Euclidean vector of points p and q respectively. The angle is the inverse
tangent function and is computed for the line connecting two matched keypoints.
It is defined as the principal value θ in the range (−π, π) of the argument function
applied to the complex number x+ iy:

θ = atan2 (y, x),

where θ is the angle in radians between the positive x-axis and the line between
the point (x, y) and the origin. We are using this measurement to find out if
there is a similarity in the directions of the lines connecting two regions in an
image. After computing the slopes and lengths of all the lines connecting matched
keypoints, we use k-means clustering to group similar keypoint matches together.
We start by setting the number of clusters to two. One cluster would contain
the matches between original regions in the image and the other cluster would
contain matches between original and cloned regions. Original images will have
two clusters of matches that are original (i.e. matches between original regions
in the image).

To distinguish between clusters of tampered matches and clusters of orig-
inal matches (i.e. matches between similar original textures), we compute the
standard deviation for the lengths in each cluster. In cases of cloning we will
usually have a set of lines with similar slopes and lengths. Therefore, the stan-
dard deviation of the lengths in the tampered matches cluster will be smaller
than the original matches cluster. The final step in the algorithm is to make a
decision on the image based on the standard deviation of the lengths in each
cluster. We generated histograms of standard deviations of tampered clusters in
tampered images in order to find a threshold for making the final decision on an
image. We are currently using a fixed threshold for decision making. If the image
is tampered the algorithm will specify which cluster represents cloning. Fig. 1
shows the algorithm’s flowchart and Fig. 2 shows an example of the algorithm’s
final output.

3 Experimental Results

The images used in our experiments are from the MICC-F2000 dataset [1], con-
taining 1300 original and 700 tampered images. All tampered regions are rect-
angular shaped, and on average occupy 1.12% of the whole image. Tampered
images were obtained by cloning another part of the same image; translation,
rotation, scaling, or a combination was applied to the cloned region.

We ran separate experiments for each feature detection algorithm (MSER,
SURF and SIFT), and compare with two state-of-the-art techniques by Amerini
et al. [1,2]. Overall true positive rate (TPR) and true negative rate (TNR) results
can be found in Table 1. It is clear that MSER is better than SIFT and SURF
when combined with our clustering method. We observed that MSER was more



Fig. 1. Algorithm Flowchart



Fig. 2. Tamper Detection and Cloning Localization: Cyan Lines Represent Cloning

Table 1. Comparison of Cloning Detection and Localization Results

MSER SURF SIFT [1] [2]

TPR(%) 97 93 88 93.42 94.86
TNR(%) 92 90 93 88.39 90.85

Fig. 3. Detection of features within cloned regions with asymmetric downscaling and
rotation; yellow lines represent matches identified as cloning

successful than SURF and SIFT in detecting features within the cloned region
when the it underwent asymmetric scaling and rotation. An example of this can
be seen in Fig. 3. We can also see that SIFT has the lowest TPR, because SIFT
is more sensitive to asymmetric scaling.

To confirm this hypothesis we repeated the experiment for subsets with the
following transformations: a) translation, b) 90◦ rotation, c) symmetric upscal-
ing ×1.2, d) symmetric downscaling ×0.2, e) asymmetric upscaling ×1.1x, 1.6y
and 40◦ rotation, and f) asymmetric downscaling ×0.7x, 0.9y and 30◦ rotation.
Each subset contains 50 tampered and 50 original images, with the originals
being the same for all subsets. We were limited to such a small subset because
there are only 50 tampered images for each geometric transformation available.
Results can be found in Table 2. We can see that MSER marginally outperforms
SURF in cases of upscaling+rotation, and outperforms SIFT in all cases except
pure translation and rotation. On the other hand, SURF is as good as or better



Table 2. TPR(%) Results for Different Geometric Transformations
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MSER 94 94 96 88 82 74
SURF 100 98 96 94 80 86
SIFT 100 100 88 58 18 18

(a) (b)

Fig. 4. 90◦ rotation: changing the number of clusters from (a) 2 to (b) 4 improves
detection results: cyan represents matches identified as cloning

than MSER in all other cases. All three algorithms perform worse with combined
asymmetric scaling and rotation.

There are three main challenges for our proposed method. The first involves
the use of a fixed threshold on the standard deviation of distances in a cluster to
decide whether an image is tampered. SIFT and SURF extract far more features
than MSER, generating clusters with smaller standard deviation. This decreases
the TPR for SIFT and SURF. The second involves a decrease in performance
when the cloned region is rotated by 90◦. An example is given in Fig. 4. In this
case, matches within the cloned region will have more varied angles to account
for the rotation. If these matches are in the same cluster, the standard deviation
increases. If it is higher than the threshold, the cluster is marked as untampered,
giving a false indication of authenticity. Furthermore, when the cloned region has
a combination of asymmetric scaling and rotation the algorithm finds it harder to
detect matches. The third challenge involves the nature of the K-means algorith,
which has to assign every match to a cluster. If any matches that are not due to
cloning are assigned to the cluster with cloning matches, the standard deviation
of the cluster will increase. Again, if it is higher than the threshold, the cluster
is marked as untampered, giving a false indication of authenticity.



Table 3. TPR(%) Results for Different Geometric Transformations and Different #
of Clusters

Rotation Upscale Downscale
Clusters MSER SURF SIFT MSER SURF SIFT MSER SURF SIFT

3 96 100 100 98 98 90 90 96 60
4 98 100 100 98 100 92 90 96 60
5 98 100 100 98 100 92 90 96 60
6 98 100 100 98 100 92 90 96 60

Table 4. Average Processing Times in Seconds

Ours Amerini [1]

Tampered Images 0.61318 6.2940
Original Images 0.78664 5.8921

In order to improve performance in these cases, we tried increasing the num-
ber of clusters used from 2 through 6. Results can be found in Table 3. We can
see that there is an improvement in the TPR when the number of clusters is
increased from 2 to 3. We can see further improvements when we use 4 clusters.
Increasing the number of clusters further does not seem to make a difference,
with the results for 5 and 6 clusters being consistent with the use of 4 clusters.
With 7 clusters, K-means started generating empty clusters for some images in
the dataset.

Finally, we measured the processing time for cloning detection and localiza-
tion. The processing time was measured for 20 JPEG images (10 original and 10
tampered) of size 2048×1536 pixels. We used Matlab R2013a on a machine with
and Intel Core 2 Duo E8400 CPU and Ubuntu 12.04 LTS. Average processing
times are given in Table 4. Our method is faster because we the MSER algo-
rithm generates far fewer keypoints than SIFT and SURF, speeding up feature
matching and clustering. When we measured the speed of MSER and SURF on
the 200 dataset that we used we were able to obtain detection results for MSER
in 30 minutes while it took triple the time for SURF.

4 Conclusion

The objective of this work was to evaluate the performance of MSER features
for cloning detection and use k-means clustering for cloning localization. MSER
features generated good results with a TPR of 97%. We also compared the per-
formance of MSER features against the two most well known and used features
for cloning detection SIFT and SURF. Results show that MSER features are
robust and can be used in the field of image forensics. However, the performance
of MSER features is slightly lower than SURF in some cases of geometric trans-
formations. We also found that SIFT is more sensitive than MSER and SURF to
asymmetric geometric transformations. Our technique compares favorably with



two other state of the art techniques that implemented SIFT extraction and hi-
erarchical clustering, in addition to a significant improvement in the processing
time. In further work, we intend to investigate an adaptive method for decision
making. We also intend to test using a combination of features. However, there
will be a trade-off between detection performance and computational complex-
ity.
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